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Many enterprises are currently planning or are in the process of 
migrating their critical business applications to the cloud as the 
trend toward the hybrid enterprise continues to gather 
momentum. In fact, the industry predicts that enterprise 
spending on cloud-related services could reach the $235 billion 
mark by 20171.  

The benefits of cloud adoption are well documented: greater 
agility and scalability, better accessibility, and a more cost-
effective strategy when delivering applications, just to name a 
few. But while it is easier than ever to deploy or create business 
applications in the cloud, most enterprises still have critical 
legacy or in-house developed applications that complicate their 
migration strategies. After all, not every legacy application is 
suitable for the cloud. 

Several reasons exist for this, but the primary one is that legacy 
applications were generally developed for high-bandwidth, low-
latency local area network (LAN) environments. To make 
matters more challenging, legacy applications are often non-
web in nature and have multiple tiers – making them more 
technically complex than an organization’s non-legacy 
application counterparts.  

Even if a legacy application is deemed technically possible to 
migrate, without understanding the cost to the business and the 
performance ramifications for end users, the impact could be 
disastrous. Therefore, the following factors should influence 
cloud migration decisions for legacy applications. 

Architecture and design 
Many legacy applications were developed years ago, prior to 
the prominence of Internet use or cloud-computing technologies 
and services. These applications may rely on legacy operating 
systems or have critical local dependencies that effectively rule 
them out of the running for migration.  
 
Examples of critical dependencies might include the need for 
local authentication or heavy reliance upon a local database tier 
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or mainframe system. These legacy applications may also be 
single-threaded transaction processing systems, which would not 
benefit from the performance boost available in the cloud. In 
addition, legacy applications may not even be considered viable 
candidates for virtualization, which should be a red flag when 
considering candidates for cloud migration.  

Compounding the issues posed by these architectural limitations 
are the client-to-server protocols that provide the transportation 
for legacy application traffic. These protocols were not designed 
with a cloud deployment model in mind. Instead, these protocols 
are only suitable for a high-bandwidth, low-latency LAN 
environment, and alternative delivery mechanisms are often 
sought (e.g., thin client or wide area network optimization) to 
deploy such applications across the wide area network (WAN).  

Performance expectations 
Regardless of whether an application is hosted on-premises or in 
the cloud, it needs to adhere to agreed-upon performance 
service-level agreements (SLAs). So when the performance 
impact is not fully understood ahead of any proposed migration, 
the result can be degraded performance, unhappy users, and low 
(or even negative) ROI.  

Security and compliance 
The risk associated with losing data or the theft of intellectual 
property has been a long-standing concern for IT and business 
leaders when adopting cloud technology. Re-architecting the 
legacy application for the cloud must maintain, if not strengthen, 
the security measures that were established when running it on-
premises across the WAN. 

Coinciding with this security challenge is the growing concern 
surrounding unwanted access to data by government agencies, 
who may require cloud service providers to hand over a 
customer’s business data to aid an investigation. This could 
potentially weigh against anyone’s decision to move a legacy 
application to the cloud, as it poses another opportunity for 
sensitive data to fall outside	  of a company’s control.	  	  
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Lastly, don’t forget regulatory standards such as PCI-DSS, 
HIPAA, or Sarbanes-Oxley. If the legacy application deals with 
sensitive information such as payment data or medical 
records, maintaining compliancy must be a top priority when 
evaluating whether or not it can be offloaded to the cloud.   

Business criticality 
Current trends and industry pressures are compelling IT 
organizations to take advantage of the power and flexibility of 
cloud computing. However, if a technically complex legacy 
application is meeting the requirements of a business and its 
users, simply migrating for the sake of migrating is not a 
compelling-enough reason to make the change.  
 
In other words, while almost any legacy application could 
theoretically be re-architected for the cloud, in many cases, it 
won’t make business sense to do so. If the cost and time 
needed to prepare an application for the cloud outweigh the 
business benefits and criticality of doing so, resources may be 
better allocated toward developing new applications on newer 
platforms designed for cloud-based delivery, thus replacing the 
legacy services. 
 
To minimize the risks of migrating a legacy application to the 
cloud, organizations need a reliable evaluation process, based 
on three primary activities.   

Activity #1: Determine if there is a cost justification 
Are the costs of making the required code or architectural 
changes to render a legacy or in-house application ready for 
the cloud less than the ongoing costs of maintaining it on-
premises?  

While cost is no longer the most important driver for cloud 
adoption (a recent study from Forrester shows it’s now 
agility2), 65% of IT leaders still rate cost benefits as being 
important or very important. So, organizations must 
understand the cost baseline for maintaining the on-premises 
legacy app, and then make a business case for moving it to 
the cloud. This business case should address the following:  

Conversion, implementation, and integration costs 
How much will it cost to transition the on-premises application 
to the cloud? While the cloud should provide economies of 
scale moving forward, this upfront conversion cost should not 
be overlooked. In fact, a third of IT leaders say the cost of 
transitioning to the cloud and integrating with existing 
architecture is still too high3. 

Maintenance and administration costs  
Conversely, how much budget is being allocated toward 
maintaining the legacy app today? Nearly 75% of an average 
tech budget is dedicated to maintaining and operating current 
systems and equipment4. So it’s easy to see the appeal of 
spreading out spending on aspects such as licensing through a 
cloud or SaaS approach over a number of years.   

Licensing costs and complexity 
The implications on licensing should also not be overlooked or 
underestimated when considering moving any application to 
the cloud, as this potentially adds new complexity or cost to the 
licensing process. The effects on licensing contracts, such as 
portability and vendor access, should also be understood at 
this stage.  

Ongoing cloud provider costs 
In addition to the one-off costs associated with the migration 
itself, the ongoing provider costs must be explored in detail. 
These items include costs related to primary storage, disaster 
recovery storage, additional disaster recovery bandwidth, and 
ongoing charges for space, power, and cooling – all of which 
may be subject to future price increases. 

Training, recruiting, and skills development costs 
Lastly, the price tag associated with hiring and cultivating the 
in-house skills needed to convert, deploy, and manage the 
application in the cloud versus those needed to maintain it on-
premises should be factored in as well. Keep in mind that 
finding this cloud-based talent could be a challenge, as 43% of 
organizations say they struggle to hire engineers and 
developers with cloud experience.5 When retraining existing 
personnel, there may also be other human resource 
implications to consider, such as changes to job descriptions, 
responsibilities, or other employment terms.  

Activity #2: Conduct a cloud readiness study to 
better understand the business and technical factors 
Only after comparing the true costs of migrating a legacy 
application to the cloud against the baseline of keeping it on-
premises should organizations take the next step in the 
decision-making process, which should take the form of a 
cloud readiness assessment.  

Enterprises should be prepared to assess every legacy 
application to fully understand the implications of migration in 
line with the organization’s overall IT and business strategy. 
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Despite one of the key value propositions of cloud computing 
being the conversion of capital expenditure (CAPEX) to 
operational expenditure (OPEX), we know from the previous 
section that converting a legacy application for cloud 
deployment is potentially costly and time consuming.  

At a time when IT departments are being asked to perform 
more with less budget, conducting this upfront study becomes 
even more critical. Evaluate the following components when 
conducting a cloud readiness assessment. 

Security risks and cloud provider mitigation capabilities 
While recent research suggests IT leaders are starting to 
become more confident in cloud provider security, concerns 
about migrating corporate data outside of the organization to 
the cloud still exist. According to a study from BT, more than 
75 percent of IT decision makers rank security as their main 
concern when using cloud-based services6. This concern 
stems from the external threat by which corporate data may 
be unlawfully taken from the cloud provider’s infrastructure. 
When conducting the readiness study, the risks attached with 
security breaches and provider mitigation capabilities should 
be a key factor in the overall decision-making process. 	  

Last-minute licensing needs for the legacy application 
The key point regarding licensing for legacy application 
migrations is that on-premises licenses may be tied to specific 
host hardware details (e.g., a media access control address) 
and, therefore, will not work when migrated to the cloud 
provider’s infrastructure. Additionally, keep in mind that the 
hosting platform will likely change. So if new licenses are 
required prior to migration, the vendor may not be able to re-
issue licenses for the software version running on-premises.	  	  

Integration with other applications and systems	  
The complications of integrating with other business 
applications and services upon moving legacy applications to 
the cloud have already been highlighted. These integrations 
with other systems may be numerous and will be critical to the 
application in question. For example, in order to complete 
business transactions successfully, the application may need 
to access a third-party payment system or a master data 
system for product lookups. Each of those integrations must 
be fully understood, discussed, and then provisioned with the 
cloud provider, which could lead to incremental costs and 
longer deployment timelines.   

Loss of control and visibility 
Any enterprise that has grown accustomed to the local IT 
team providing knowledgeable and timely support to resolve 

application problems may be reticent in handing that 
responsibility to a third party while expecting the same levels 
of service. This fear stems primarily from the fact that 
following cloud migration, an enterprise no longer owns or has 
direct access to the hardware upon which its application is 
now hosted.  

When performance problems do occur with a cloud-based 
application, pinpointing the root cause becomes more difficult. 
The question of whether a problem stems from the network or 
the application itself now extends to the cloud – perhaps the 
provider’s services are experiencing issues. So being able to 
establish and maintain performance visibility is even more 
imperative when moving a legacy application to the cloud. 

Avoiding provider lock-in 
Being tied to specific vendors has historically been an issue in 
many aspects of IT service provisioning. This concern is now 
spreading to cloud providers, where the cost and impact of 
transitioning to a new provider could be enforced upon an 
organization for any number of business reasons. From a 
commercial perspective, cloud vendors will naturally look to 
build their clients’ loyalty through technology offerings and 
associated levels of expertise or service. In order to avoid a 
heavy reliance on a single vendor, opting to virtualize as 
many applications as possible will make them more portable. 
This option, however, may not be available or suitable for all 
legacy or in-house developed applications.  

Availability, reliability, and performance concerns 
Closely linked with the concerns over loss of control and 
visibility are issues of availability, reliability, or performance, 
which should naturally be at the forefront of any decisions to 
migrate legacy applications to the cloud. The end-user 
experience should at least match that of an on-premises 
deployment, if not exceed expectations post migration.  

By their very nature, legacy applications introduce an array of 
additional technical factors that need to be considered prior to 
migration, and capacity or availability promises from a cloud 
vendor do not necessarily correlate with acceptable end-user 
performance. While the prevailing thought is that cloud 
computing is generally more reliable than running in-house 
infrastructure, every cloud vendor is susceptible to outages.  

When outages do occur, will the provider offer any type of 
credit toward the licensing fee to offset the cost of downtime? 
Consider this: the estimated cost of downtime is now a 
staggering $163,674 per hour7. So ensuring the provider’s 
SLAs stack up against the expectations of running the legacy 
application on-premises is essential.  
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Activity #3: Conduct a pre- and post-migration study 
to understand how the app will behave in the cloud 
To address performance and availability concerns, 
organizations should invest some time, money, and resources 
toward conducting a pre- and post-migration study to ensure 
legacy applications will behave in ways that align with user 
and business expectations once moved to the cloud.  

The pre-migration study will establish the “as is” performance 
baseline, giving organizations a better understanding of 
whether the application will continue to meet performance 
goals before the actual migration takes place. Using 
strategically deployed capture agents, devices, and software, 
organizations can mitigate risk during a cloud migration for a 
legacy application. By profiling critical business transactions 
that capture real performance data in a controlled 
environment, this study will greatly aid any migration. 
 
• Network footprint: Moving workloads to the cloud can 

cause an unprecedented amount of bandwidth 
consumption. In some cases, organizations may find they 
need larger WAN links, increasing the price tag 
associated with the migration. So understanding the  
per-user bandwidth requirement of a cloud deployment is 
essential. This can be achieved by using lab modeling 
techniques to ascertain the overall bandwidth sizing 
requirements needed to support the migration. 
 

• Critical dependencies and traffic volumes: Using 
datacenter-based capture devices, detailed network 
traffic can be collected over an extended period of time to 
provide volumetric information for user access to an 
application, as well as details regarding any other 
interface traffic. Application dependency mapping 
software can also be used to discover and highlight any 
critical dependencies a legacy application may have. 
   

• End-user experience: Lastly, an organization should 
baseline existing performance levels for key business 
transactions prior to any migration. Using predictive 
analysis techniques, organizations can understand the 
performance impact of any proposed move and the 
effects on the end-user experience under varying network 
conditions such as bandwidth constraints, TCP flow 
variation, packet size changes, or latency.  

 
A full report should follow any pre- or post-migration study, 
which contains recommendations that will validate the cloud 
readiness assessment. The quantity of applications, their 

respective complexities, and the number of critical 
transactions that are selected for profiling will directly impact 
the duration of these studies. To ensure migration success, 
time should be allotted within the overall project timeline to 
allow the detailed analysis to occur.  

Post migration, the study aims to ensure that adherence to 
performance SLAs continues. If timetables do not permit 
both the pre- and post-migration studies, the results from 
the pre-migration baseline can be used to predict and model 
the performance of transactions against a variety of network 
conditions, including available bandwidth and latency. This 
information enables organizations to make more confident 
decisions about the migration by basing them on actual 
data, not outdated architecture diagrams. 

Conclusion 
Organizations are readily harnessing the advantages of 
cloud-hosted models for critical applications. In fact, 81% of 
IT leaders are using or are planning to leverage the cloud 
for these business-centric apps in the next two years8. But 
while the benefits of the cloud can be applied to even the 
most complex legacy application, the ROI to the business, 
the technical implications, and the performance impact must 
be fully understood before making a final decision to migrate 
it to the cloud. 
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About Riverbed 
Riverbed is the leader in Application Performance Infrastructure, delivering the most complete platform for Location-Independent Computing. Location-
Independent Computing turns location and distance into a competitive advantage by allowing IT to have the flexibility to host applications and data in the 
most optimal locations while ensuring applications perform as expected, data is always available when needed, and performance issues are detected 
and fixed before end users notice. Riverbed’s 24,000+ customers include 97% of the Fortune 100 and 95% of Forbes Global 100. To learn more, visit 
www.riverbed.com.  
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About Riverbed Professional Services 
As organizations plan and execute on their enterprise-wide cloud adoption strategies, prevailing challenges arise around which 
applications to move, virtualize, replace, or leave as is.  

Enterprises worldwide rely on the migration and performance management expertise of Riverbed Professional Services when 
moving critical applications to the cloud. With our Cloud Migration Assessment, you gain a full view of your application 
infrastructure before you migrate to reduce costs, minimize risk, and eliminate business disruption.  

Combining the power of the industry-leading Riverbed® Application Performance Platform™ with proven predictive analysis and 
modeling techniques honed over thousands of engagements, the Cloud Migration Assessment offers application discovery, 
dependency mapping, and risk assessments to predict and resolve performance problems before migration. And by equipping IT 
teams with migration plans based on live application and network traffic, organizations can move complex applications to the 
cloud while maintaining the visibility and control needed to meet performance demands and business objectives.  

Learn more about the Cloud Migration Assessment and other cloud-computing offerings from Riverbed Professional Services by 
visiting http://www.riverbed.com/services-training/Services-Cloud-Computing.html.  
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