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Implications for the Future of COBIT 
Systems in Higher Education:

Putting Critical Research and Theory Into Practice  

By Claude L. Council, Ph.D., CISM

To successfully implement an IT governance program, it
is important to understand management needs. This
article describes the implications of a case study

exploring the management aspects of implementing Control
Objectives for Information and related Technology (COBIT®)1 at
South Louisiana Community College (SLCC) in Lafayette,
Louisiana, USA.2 Throughout this study, which used COBIT 3rd

Edition, the investigator observed the implementation of
COBIT’s fifth Deliver and Support process (DS5 Ensure
systems security) pertaining to network security. This study
attempts to understand the management needs that can
contribute to or detract from the success of an IT governance
program in higher education. This exploration examined both
professional and personal needs. Practitioner and academic
implications and suggestions for future research are discussed
in the following sections. 

Practitioner Implications
Practitioner implications are conclusions with the potential to

assist a COBIT champion or team member in the field. Some
may apply to a particular organization, and some may not. The
practitioner implications from this study are as follows:
• Combining activities—It is implied that many of the COBIT

critical success factors (CSFs) may be combined to reduce the
burden on the institution while still realizing the benefits. For
example, CSF 4 (ensure that management and staff have a
common understanding of security requirements,
vulnerabilities and threats, and they understand and accept
their own security responsibilities) was combined with CSF 7
(the driver’s license program) to reduce the required time
commitment. It was determined early in the study that SLCC
has limited resources. This consolidation increases the support
of the program at all levels. 

• Project promotion—To successfully implement COBIT, the
researcher must promote the project. Several problems at
SLCC may have been prevented by action and statements
early in the study. Indeed, many of the leaders wanted to
support the program but were not sure how. Practitioners and
methodology developers should include the promotion of an
IT governance initiative as early in the life cycle as possible.
This allows them to reduce preconceived negative
perceptions from those who are required to participate. In
addition, as part of the promotion process, it is critical that
the leadership be given explanations as to how to
demonstrate commitment as early in the project as possible.

• Addressing issues and needs early—Early in the project it

is important to communicate a return that the individual
leaders can realize for their time. At SLCC, management
time was guarded vigilantly. One approach is to emphasize
the time saved through proper controls; this results in less
resistance when participation is solicited. 

• Presenting scope of security issues—Practitioners should
point out locations of sensitive data, such as shared network
drives, that present a legitimate vulnerability early in the
initiative. In an article in MIS Quarterly Executive, author 
Y.E. Chan identified alignment as a key challenge in large and
small enterprises, because management cannot effectively
articulate business needs and have limited technical
understanding.3 During the first interview at SLCC, it became
evident that several of the study’s participants did not yet fully
understand the scope of sensitive data. Since the enterprise
resource planning (ERP) solution is managed outside the
organization, they had not yet recognized other sensitive data
stored throughout the network. Once they realized the full
scope of security issues, participation increased, resulting in few
postponements for the second interview. 

• Compelling event—Compelling events can contribute to the
success of an IT governance program. Two participants stated a
need for a compelling event to increase cooperation during the
study. One participant thought that this type of program should
be required by the system, the board of regents or even the
state. Although mandates are risky, one strategy would be for
practitioners to promote IT governance at all levels of an
organization and parent organizations to create a compelling
event. It is also important for practitioners to tactfully and
carefully communicate compelling events that may not be
realized 
as vulnerabilities. 

• Stressing maturity model—Practitioners should stress the
importance of the maturity model. The presentation of the
COBIT maturity model was met with no reaction from any of
the participants. Practitioners should be prepared to explain
the model and its value prior to presenting it to the leaders.
This facilitates the realization of the full benefit that can be
derived from using it. 

• Conveying importance of accountability—Practitioners
should convey the importance of accountability. In the final
deployment plan, accountability was overlooked on a few
occasions. On one occasion, accountability was placed on an
individual who did not have full control over ensuring that
the task was completed. Prior to discussing final deployment
plans, practitioners should prepare a brief statement about
accountability, its importance, and how it should be used in
deploying controls and CSFs. 
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• Limitations of e-mail—Practitioners should note the
limitations of e-mail and combine it with phone calls and 
in-person visits to most effectively schedule meetings and
follow up on action items. During the study, the researcher
noticed variances in how different leaders used e-mail. Some
respond to this communication medium while others do not.
One participant reported receiving, on average, more than
150 incoming e-mails per day.

• Organizational support—It is implied that organizational
support involves not only senior management support but also
support from the entire organization. During the second
interview, one of the participants said, “At a large retail chain,
executive support is helpful, but in an education institution
things are different. These things should be supported at
several layers of management, not just the top.”  Indeed,
executive support is important, but practitioners should always
pursue support at all levels and not just at the top.

• Communication with users—To prevent misunderstandings,
practitioners should be careful to communicate with their users
and let them know when new policies are taking effect. There
was one problem in the database when an employee leaving the
organization felt singled out because of a new policy to
immediately terminate users’ accounts at the end of their last
day. Since it was not announced that this policy was about to
begin, the employee and coworkers took the account
termination personally. 

• Expansion of CSF descriptions—The description of the
COBIT DS5 CSFs should be expanded. Each of these CSFs is
brief and leaves quite a bit open to interpretation. Indeed,
there are many different ways that organizations can choose
to implement the CSFs. Practitioners would benefit greatly
by collaborating in online discussion forums and sharing
ideas on how to most effectively implement the CSFs. 

• Leveraging the diagnostic tools—Practitioners should make
effective use of the diagnostic tools. Chan4 identified
alignment as a key challenge in large and small enterprises
because the IT department has limited business vision or
knowledge of the needs in the various functional areas. At the
beginning of the study, the COBIT diagnostic tools provided
valuable insight into the needs of the leadership at SLCC. In
addition, completing the diagnostics in open-ended
interviews allowed for discussion, creating a greater
awareness of network security for the leadership at SLCC.
Since it would be impossible to implement all of the COBIT
processes at once in a smaller organization, the diagnostic
tools provide the organization with a list of the processes
sorted by priority. At SLCC, the processes were sorted first
by importance, then by risk and then by performance at
SLCC. The participants all agreed that this prioritized list was
appropriate. 

Academic Implications
Academic implications are conclusions that may provide

insight to the volunteers who develop COBIT and other
methodologies. Further research may enhance these
implications. The academic implications from this study are:
• Project promotion—Support must come from all levels of

an organization. COBIT provides guidance for project
champions on selling it to an organization. Project champions

would benefit if this section were expanded to provide more
information similar to what may be provided to sales
professionals. 

• Addressing issues and needs early—It is implied that issues
and needs should be addressed as early in a project as
possible to increase the support. Many of the management
issues that arose during the study involved the perceptions of
leaders. Had perception management been a part of the
COBIT program, some of these issues may have been resolved
prior to the deployment. For example, time was a major
factor throughout the study. Had COBIT been billed as a time
saver from the beginning (i.e., better security with less
downtime), this issue may have 
been resolved, to some extent, up front. A tool could be
provided that guides champions through the process of issue
prediction and perception management. 

• Presenting scope of security issues—It is implied that most
of the leaders at SLCC had not given thought to the sensitive
data outside of the student administration and financials
applications prior to the first interview. Some examples of
this sensitive data included student grades on the network
drive and test scores on the preadmissions testing application.
If data identification and classification were included in the
COBIT implementation, the champion would be in a better
position early in the program to educate the leadership about
this vulnerability.   

• Limitations of e-mail—Many of the leaders had not had an
opportunity to read e-mails sent to them because of their
heavy workload and the large number of incoming e-mails.
Champions would benefit greatly if the COBIT manuals were
enhanced to emphasize the value of face-to-face delivery of
materials and phone calls over the weaknesses of e-mail as a
communication tool when promoting and implementing a
new project. 

• Organizational support—Executive support is important,
and the COBIT literature and training should continue to
encourage champions to always pursue support at all levels,
and not just at the top. 

• Leveraging the diagnostic tools—The COBIT diagnostic tools
provided valuable information to the researcher and leaders at
SLCC. In addition, completing the diagnostics in open-ended
interviews allowed for discussion, creating a greater awareness
of network security for the leadership at SLCC. Since it would
be impossible to implement all the COBIT processes at once in
a smaller organization, the diagnostic tools may provide the
organization with a list of the processes sorted by priority.
Expanded use of the diagnostic tools would be a valuable
addition to the COBIT manuals. 

• Value of KGIs and KPIs—The COBIT key goal indicators
(KGIs) and key performance indicators (KPIs) are a valuable
and necessary part of an IT governance program. In smaller
organizations, however, fewer data are collected when
tracking these indicators than in larger organizations. The
COBIT manuals could indicate that monitoring of the KGIs
and KPIs may yield limited results when reviewed over
shorter time intervals in smaller organizations.

• Order of interviews—The order in which participants are
interviewed has an impact on the support of a project. One of
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the senior leaders at SLCC indicated a preference to be
interviewed after his subordinates to provide the ability to
answer questions and clear up discrepancies in the data
collected in earlier interviews. The researcher used this model
when scheduling interviews for the rest of the study. The
COBIT implementation literature may be enhanced by
suggesting this practice to champions when they are
implementing an IT governance program in their organization. 

Recommendations for Future Research
This study merely scratched the surface of what needs to be

examined in the practice of deploying successful IT
governance programs. This area is rich with research
opportunities. Some recommendations for future research
topics are:
• Investigate each of the COBIT processes. It is recommended

that implementations of all of the COBIT processes be
investigated in future research. DS5 is one of 34 COBIT
processes, and although there is some overlap among
processes, the methodology covers many aspects of IT
management. The field would benefit from data gathered in
similar investigations of each of these processes.
Investigations in different sizes and types of organizations
would enhance this benefit.   

• Address the long-term value of COBIT. IT governance
provides many benefits to organizations. Studies that
quantify the benefit of COBIT, its controls and its CSFs would
be valuable for several reasons. The first reason is that the
data collected would allow organizations to determine the
cost-benefit ratio when implementing COBIT and its controls.
In addition, the long-term value would provide champions
with more definitive information to promote an IT
governance program. Finally, this type of study would help
the creators evaluate the different components and enhance
the methodology using tangible value data. 

• Make comparisons between large and small
organizations. The needs of smaller organizations are much
different than the needs of larger organizations. Comparisons
between the deployment of IT governance and security at
smaller organizations and deployment at larger organizations
will provide practitioners with a method of scaling down
programs to meet the needs of the smaller institutions. In
addition, this would facilitate the development decision-
making models to assist practitioners in scaling down the
methodology to meet their needs.  

• Develop the lists created in this study. It is recommended
that future research further develop the lists created in this
study. Several lists were developed and presented in this

study5 that may be used to enhance COBIT and more
effectively promote and implement IT governance programs.
These lists include positive issues, negative issues, leadership
commitment avenues, reasons for lack of commitment,
strategies for compliance and compliance issues. Since this
study was conducted at only one organization, these lists are
by no means complete. Future studies may help expand and
refine these lists, enhancing their value. 

• Find more effective ways to introduce COBIT. Support at all
levels of an organization is crucial to the success of an IT
governance program. The way the program is introduced
provides a first impression and, to a large extent, determines
the perception of the overall project. Future research should
investigate more effective ways to introduce COBIT to leaders
and how to develop support at all levels of an organization. 

Conclusion
IT governance is in its infancy and the area is rich with

potential for improvement and research opportunities. This
study was one of many steps needed to allow organizations to
realize the full benefits of COBIT and similar frameworks. 
It is hoped that the results, implications, and suggestions for
future research spark a dialog that will enhance the way
practitioners handle the management aspects of their 
IT governance programs.
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