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Using a ‘Holistic’ Approach to 
Address Your Data Environment

INTRODUCTION

Payment Card Industry security standards (PCI) are here.  They were established by the 
payment card industry to address the growing opportunity for fraud in today’s 
technology-based society.  

They have evolved over the years from previous standards (like PED) that addressed 
limited aspects of the retail environment (payment terminals) into a Sarbox-like set of 
policies reaching into the heart of your organization.  Becoming PCI-compliant is not a 
small task – it involves large amounts of internal resources (both financial as well as 
personnel) and it can become a very large distraction to everyday business.

One of the most difficult aspects of these standards involves their lack of permanence. 
As industry-driven standards, these policies are subject to change and the players 
involved (VISA, MasterCard, Amex, Discover, etc.) have reserved the right to review 
them annually.

As hackers and those that commit fraud continue to become more sophisticated and more 
organized, the industry needs to make certain that they react to the needs of consumers 
and protect private data.

HOW DID WE GET HERE

Payments used to be easy – take the cash from the consumer, open the cash drawer, 
provide change.  With the advent of checks and credit cards as generally accepted 
methods of payment, retailers made it a great deal easier for consumers to purchase 
goods and services; however, they also made the need for technology much greater.  

Having the ability to contact credit card processors directly in every transaction became 
very important and it drove a lot of technology adoption for communications, data 
collection, and other innovations that are common-place in retail today.

It also created new opportunities to commit fraud and identity theft.  

The 1990’s saw a lot of starts and stops – the cost of implementing high-bandwidth 
communications to the stores was dropping, but the quality of these lower-cost 



connections was poor and not really suited for business use.  “Early-adopter” retailers 
had mixed results and a number of start-up communication companies went bankrupt.

Today; however, high-quality, high-bandwidth communications are a solid reality. 
Retailers are beginning to implement solutions designed to drive down overall costs, 
provide better service to their customers, maximize supply chain efficiency, and gather 
data in real time.

WHERE WE ARE NOW

Retailers are using very robust wide-area communications infrastructures and services to 
drive efficiencies and increase functional communications with their stores. 
Organizations like New York & Company, Carters, Inc., and Ann Taylor are leading the 
way in delivering value through high-bandwidth connections.

These companies are implementing solutions that were impossible 5 years ago – they 
require a large ‘pipe’ to carry the large volume of data:

• Voice-Over-IP (VoIP) phone calls
• Real-time transaction data
• Rapid credit/debit approval
• Thin-client POS
• Instant approval (or denial) on credit applications
• ‘Live’ gift registry applications
• Up-to-the-minute inventory location for out-of-stocks
• Real-time merchandise management
• Geographic price management
• Lower overall costs of store communications
• RFID data collection and processing
• Instant, automated merchandise re-order
• Etc.

As this technology has moved into the ‘mainstream’ of retail use, the value to 
organizations is being fully recognized.  The competitive landscape is, in fact, 
demanding that retailers implement a robust, high-bandwidth solution for store 
communication.  

CHALLENGES

The challenges to implementation of high-bandwidth networks revolve around 
management, data security, and cost.  



1.  Communications is considered a ‘service’:
Retailers do not want to own and operate their own national 
communications infrastructure (with good reason.)  However, they are 
being asked to ‘foot the bill’ for a significant amount of equipment and 
services that go along with communication service – routers, installation 
techs, service calls, staging services, phones, etc.  

2.  What is the true ‘value’ of the network?:
Much like other retail IT systems (such as POS), the value of the network 
is not the hardware and software that is used to implement it – the value 
lies in the ability to deliver new ways of driving revenue to the stores or in 
lowering overall costs.  The ‘ancillary’ costs of hardware and installation 
services often; however, cost far more than the service itself.  

3.  Change:
In the dynamic world of technology, change is inevitable – this applies as 
well to communications.  As communication speeds continue to increase, 
as new methodologies continue to come to market, as hardware providers 
continue to develop new product lines, the cost of managing and keeping 
a nationwide network of stores ‘current’ can be daunting.  

This is particularly true in light of the constant assault on the security of 
customer and corporate data – staying ahead of the ‘enemy’ and 
complying with Data Security Standards as they change over time is now 
a top-of-mind concern for most retail organizations.



CONCLUSIONS

Making a decision for today’s network infrastructure is a transitory decision – IP 
communications is a rapidly changing technology that can have a long-reaching impact 
on the success of your business.  Thought must be given to today’s requirements as well 
as a strategy put in place to handle tomorrow’s needs effectively.  

The first step is finding an independent partner that truly has your best interests in mind 
and takes a long-term view of both the communications market and your business.  The 
second step is building a change management strategy into your communications plan – 
you need to prepare for tomorrow’s requirements today.

Providing mechanisms that will protect your company and provide the ability to rapidly 
and effectively react to the changing technology landscape (while keeping costs 
manageable) is becoming more-and-more important.  
  

Elements of a Successful Technology Refresh / Obsolescence Strategy:



1. Minimize Financial Impact
2. Maximize Independence from Any One Manufacturer
3. Maximize Flexibility – in technology, in timing, in vendor
4. Simplify the acquisition process
5. Simplify the management process

Typically the difficulty in implementing such a plan is not technology related – it is 
usually directly related to finances and available resources.  With this in mind, taking a 
financial approach to building a technology change management plan makes sense. 
Regardless of what direction communications takes in the future, you will be prepared 
financially to take advantage of opportunities as they present themselves.

Other significant advantages in taking this approach can include:
• cash conservation
• lower total cost-of-ownership
• improved balance sheet accounting
• better asset management
•  avoiding ‘book loss’ situations
• better alignment of technology with business strategy

It is important; however, to work with an experienced partner that has had success in 
working with retailers at all levels in crafting and implementing a successful approach to 
communications and technology strategy.

ABOUT WINTHROP

Winthrop Resources Corporation, owned by TCF Bank, is a financial services company 
that specializes in providing custom and long-term financial strategies to users of 
technology equipment.

Since  Winthrop was formed in  1982,  our  focus  has  been on high quality,  long-term 
relationships. We make our customers' lives easier by providing a competitive advantage, 
and by helping to manage the unplanned changes and risks associated with technology. 
We are experienced, responsive, innovative, and customer focused.

Winthrop offers a variety of services specifically designed for each customer, including a 
total system solution that includes hardware, software, and services, and the purchase and 
leaseback of current equipment.  



Winthrop’s strong history of success in the retail industry began with the founding of the 
company in 1982 and we have provided strategic financing for a diverse list of retail 
technologies  including  POS,  IP  Communication,  WMS,  RFID,  Portable  Data 
Management, Kiosk Systems, Merchandising Solutions, Payment Systems, and Wireless 
Networking.


