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“A blog can be a great way to vent about work. It can also be an invitation to a pink slip.”

The New York Times

Introduction


Blogging at home or in the office has arrived. Merriam-Webster’s Online Dictionary, which defines a blog as “a Web site that contains an online personal journal with reflections, comments and often hyperlinks provided by the writer,” honored blog as its No. 1 word in 2004. (Blog, 2009)


In March 2003 there were about 100,000 blogs. (Sifry, 2003) But today that figure has catapulted to 113 million, not including the more than 70 million blogs in China. (Helmond, 2008)

A 2005 BusinessWeek cover story was prophetic: “[Blogs are] simply the most explosive outbreak in the information world since the Internet itself. And they're going to shake up just about every business -- including yours…Given the changes barreling down upon us, blogs are not a business elective. They're a prerequisite.” (Baker, Green, 2005)

Close to 90 percent of corporations surveyed say they either have a corporate blog or intend to launch one. (Flynn, 2006)  But all is not glowing in Blog-land for some private and public companies. Flynn notes that 3 percent of companies have punished employees for blogging. (2006, p. 111). 

For years employers have been monitoring and disciplining employees for workplace email and Internet abuses. Twenty-eight percent of employers surveyed have terminated workers for email misuse, and another 30 percent have fired workers for inappropriate Internet abuse, according to the 2007 Electronic Monitoring and Surveillance Survey from American Management Association and ePolicy Institute. (American Management Association, 2008)


Companies say employee monitoring and surveillance reduce the rising costs of employee theft, drug abuse, and deliberate or inadvertent disclosure of confidential information, such as trade secrets and intellectual property. (Boatright, 2000)  

Now companies are increasingly monitoring employees’ personal blog use, which are growing exponentially. According to the Pew Internet & American Life Project, 12 percent of Internet users (9% of all adults) say they work on their own online journal or blog, and 5 percent of Internet users say they blog every day. (Smith, 2008) 


Offensive blogs postings and website message boards have produced more than 50 lawsuits in the U.S., according Laura Parker, a reporter for USA Today. (2006)

In the following paper I discuss the relevant legal and ethical issues surrounding five blogging-related lawsuits. I will conclude each case brief with my personal opinion of the court ruling. 
CASE ONE: Brian Pietrylo, Et Al. v. Hillstone Restaurant Group

Bartender Brian Pietrylo and his girlfriend Doreen Marino, a waitress, worked together at Houston’s restaurant in Hackensack, N.J. In 2006 they created a MySpace page and began blogging. 

If that was all they did, no one would ever have heard of the New Jersey couple. But on the blog Pietrylo and Marino ridiculed the restaurant’s customers, décor and supervisors. They also invited co-workers to join the blog by making comments.



“’I just thought this would be a nice way to vent...without any eyes outside spying in on us. This group is entirely private,’ Mr. Pietrylo wrote in his introduction to the forum, according to court filings,” said Dionne Searcey, law reporter for The Wall Street Journal. (2009)

Supervisors learned of the blog, obtained the password to the site from Marino, and were incensed by what they read. Pietrylo and Marino were fired. In court filings Houston said the couple had broken company policies of professionalism and a positive attitude.

The young couple sued, alleging supervisors had violated the federal Stored Communications Act when they illegally accessed their online communications and violated their privacy under New Jersey law. (Gordon, 2009) 


Privacy cases are often decided on whether employees were informed they were being monitored, according to legal experts. In the Houston case Pietrylo and Marino had no such prior knowledge. (2009) 


On June 16, 2009 the U.S. District Court in New Jersey found Houston guilty of violating the Stored Communications Act and invasion of privacy. It awarded Pietrylo and Marino back-pay, amounting to $2,500 and $903, respectively. They also received punitive damages totaling four times the actual damages received and recovery of attorneys’ fees. (2009)

Ruling Commentary -- I agree with the court’s decision. The company crossed the line. First, they intimidated Marino into giving them her password. Gordon (2009) said Marino told the jury – and they apparently believed her – that if she didn’t give supervisors the password she would be fired. 


Second, Houston supervisors read private communications. I believe reading someone’s private email – which is different than the company reading employees’ email hosted on a company server -- is comparable to breaking into someone’s private mailbox and reading one mail. That’s a federal offense. 


While I don’t approve of the young couple’s juvenile and self-defeating behavior, I think Houston supervisors could have handled this situation more professionally.  
CASE TWO: Banks v. Milum

Charged with a driving under the influence (DUI) in 1998, David Milum retained attorney Rafe Banks and paid him a $3,000 retainer. But two years later, Milum hired another attorney and requested his money back from Banks. The attorney refused and thought the matter settled. (Ardia, 2007)

But according to Ardia (2007), Milum posted a series of false and derogatory comments about Banks on the Forsyth County Political Forum, claiming he had given bribes to judges on behalf of local drug dealers. One post in June 2004 read:

Rafe, don’t you wish you had given back my three thousand dollar retainer, when I asked you too [sic], because I found out you were helping them set me up? Rafe, do you also remember how I fired your ass, not once but twice before two different judges in Forsyth County courtrooms? That had to sting, didn’t it? How about now Rafe, are you still selling out your clients, as you did me? How much of that dirty drug money did it take for you to buy that big house in Polo Fields, Rafe? . . . I’ll ask again: can you hear those courthouse doors rattling now Rafe Banks Cumming Georgia attorney, who is a drug dealer bribery mule? (2007)

Banks wrote a letter to Milum insisting on a retraction. When Milum refused, Banks sued him for libel in Forsyth County Superior Court. At trial in January 2006 Milum said when he blogged about nine witnesses who could confirm Banks’ bribery, he was stating an opinion, not a fact. The witnesses all testified at trial they had no knowledge of any bribery scheme related to Banks. (2007) 

One of the key issues in the case was Banks’ status as a “limited public figure," which meant he had to show that Milum “published false and defamatory statements knowing that they were false or acting in reckless disregard of their truth or falsity.” (Land, 2007)

After deliberating for two days, the jury found Milum guilty of defamation and awarded Banks $50,000 in general damages. Later, an appellate court upheld the trial court’s ruling. 

According to the Media Law Resource Center which tracks blogger litigation, Milum became the first blogger in the U.S. to lose a libel suit (as cited in Parker, 2006).

Ruling Commentary – I agree with the court’s decision. Milum has the right to express his opinion but he doesn’t have the right to deliberately lie and defame the good name and reputation of another. Since this is a precedent-setting case -- the first time a blogger has been found guilty of libel – the court sent a clear and unmistakable message that opinion and hyperbole are not an excuse for libel and defamation, especially with regards to “limited public figures.”
CASE THREE: Bray v. QFA Royalties 

In 2007, a group of eight Quiznos franchisees (the Toasted Subs Franchise Association) in Colorado, lead by Christopher Bray, posted on a blog the suicide note of a former franchisee. The note revealed the franchisee’s ongoing troubles in a lawsuit with Quiznos. (Sagish, Solish, 2008)

After discovering the blog post, Quiznos quickly terminated its franchisor agreement with eight of the franchises. Quiznos said it took this action because “the franchisees’ conduct, in the sole judgment of the franchisor, materially impairs the goodwill associated with the [trademark].” (2008, p. 140) 


The franchisee group sued QFA Royalties for wrongful termination, citing retaliation. It asked the court to prohibit Quiznos from terminating its agreements by granting the franchisees preliminary injunction against the franchisor.

The Court found fault with Quiznos’ terminology in its franchisor/franchisee agreement. Specifically, it said its usage of “sole judgment” did not grant the franchisor the right to decide if franchisees had damaged the goodwill of company trademarks. The court said “judgment” implied investigating the facts and then deciding on a course of action. (p. 140)

In the opinion of the court Quiznos failed to conduct an investigation or exercise any judgment toward the franchisees. The court characterized Quiznos’ action as “impulsive,” “retaliatory,” and “punitive.” The court also said the franchisees would suffer irreparable harm if terminated. The court ruled in favor of the franchisees and granted them preliminary injunction against the franchisor. (p. 140)
 
Ruling Commentary – In my public relations career I have worked as a consultant for an international franchisor and know first-hand how dictatorial it could be with certain franchises. In my opinion the franchisee had few if any options in dealing with the franchisor. It was management by arbitrary order. This case involving Quiznos is a textbook example of how many franchisors behave.

I am in total agreement with this court ruling. The majority of franchises are small businesses operated by families with limited financial resources. Most own one franchise, not multiple franchises. Receiving a termination notice from a franchisor is devastating. And for what? Belonging to a franchise association that posted a former member’s suicide note? I’m delighted to see the court ruled in their favor.   

CASE FOUR: Immunomedics, Inc. v. Jean Doe

In 1999 New Jersey biotechnology company Immunomedics discovered a serious breach of corporate confidentiality in a public online forum.  A blogger, who described herself as a “worried employee,” posted confidential “insider” information on Yahoo! Finance, an online message board frequented by investors and would-be investors of Immunomedics. (Klein, Pappas, 2007)  


The company sued Jane Doe for “breach of contract, breach of duty of loyalty, and negligently revealing confidential and proprietary information.” (Ardia, 2008) It also subpoenaed Yahoo! (the Internet Service Provider) for the identity of the anonymous blogger, known only as “moonshine_fr.”

Informed of the subpoena by Yahoo!, Jane Doe sought to void it. But her motion was denied by the court and she appealed. In July 2001 the appellate court sided with Immunomedics, claiming the company had convincing evidence that Jane Doe was an employee and bound by the confidentiality agreement she signed as a new employee. 

The court stated, “Although anonymous speech on the Internet is protected, there must be an avenue for redress for those who are wronged. Individuals choosing to harm another or violate an agreement through speech on the Internet cannot hope to shield their identity and avoid punishment through invocation of the First Amendment.” (Superior Court of New Jersey
Appellate Division, 2001)

Yahoo! was required to reveal the identity of Jane Doe. According to David Ardia, co-founder of the Citizen Media Law Project, (2008) “It is not clear what happened after the appellate court's decision.”

Ruling Commentary – I have worked for more than a decade as a senior director of Investor Relations in the biotechnology industry. I know how absolutely essential confidentiality is. No one, especially an employee who has signed a confidentiality agreement, has the constitutional right to reveal insider information or trade secrets. Those rights were sign away the day she became an employee. 


I’m delighted by the appellate court’s ruling. However, I couldn’t find any later lower court rulings in this case, despite repeated searches. I suspect the company and Jane Doe settled their grievances out of court. 

CASE FIVE: Gannon v. Walker


Ice on the wings of an airplane is a scary sight to a flight attendant or pilot. It’s often the prelude to a crash on takeoff. In 2003 when 20-year veteran flight attendant Sue Hartwick noticed ice on the wings of America West Flight 851from Calgary for Phoenix, she immediately told First Officer Ed Gannon. When he didn’t take action, Hartwick mentioned it to him again. Still, Gannon didn’t seem to care. Hartwick, who is a survivor of one commercial airplane crash, and two other flight attendants, each with close to 20 years experience, told Gannon forcefully a third time. Finally, he informed facilities that the plane needs to be de-iced. (Fenske, 2009)

Upon landing the three attendants did something for the first time in their careers, they reported a pilot to the Federal Aviation Administration (FAA) for reluctance to de-ice a plane. Three years later in 2006, Gannon sued the three flight attendants claiming they lied about him to the FAA. He sought $2 million for the “emotional stress” he reportedly suffered. (2009)

Adding insult to injury, America West did not pay the legal fees of the flight attendants for defending themselves against Gannon. The fees totaled tens of thousands of dollars. Sarah Fenske, a reporter who covered the story for the Phoenix News said, “According to their union contract, US Airways [parent of America West] is supposed to foot the legal bill for any flight attendant sued for something she did as part of her official duties. The only caveat? If the flight attendant has shown ‘willful misconduct,’ the airline is off the hook.” (2009)


To raise funds to pay legal fees the three flight attendants created a blog and posted information about the incident, the lawsuit, and legal developments. The blog prompted Gannon to try to amend his lawsuit to include defamation. The court denied his request.


In February 2009, Judge Louis Araneta of the Maricopa County Superior Court dismissed the Gannon’s lawsuit entirely. Araneta wrote, "Gannon acknowledges in his deposition that he saw frost on the wing and that frost is a contaminant under the FAA regulation. [His] viewing of the frost was consistent with the [flight attendants] having seen what they thought was ice and reporting it." (2009) 


In addition, Araneta wrote there was no evidence that the flight attendants had knowingly made false statements, or that they'd made their statements with "reckless disregard for the truth." (2009)

Ruling Commentary – I am delighted the judge dismissed this case. The three flight attendants were courageous whistleblowers who very likely prevented a fatal crash on takeoff. Typical of most ethical dissenters they were treated as “goats” instead of heroes. 
Conclusion

These five cases are just the tip of the blogging-litigation iceberg. The blogging community is witnessing a rise in blogging-related lawsuits, ranging from subpoenas to cease-and-desist orders.


 Since 2004, bloggers have been involved in 159 civil and criminal cases, according to the nonprofit Media Law Resource Center in New York. Of these, bloggers have lost seven cases, resulting in penalties of $18.5 million. Many cases are settled quietly without ever going to trial. (Yusuf, 2008) 

In most of the cases in this paper I am surprised by the lack of common sense as well as the rush to claim victimhood of employees and employers. Here’s a brief recap:

Case One – Pietrylo and Marino, the two Houston restaurant employees, should never have discussed, much less belittled, their employer on their blog. Moreover, Houston supervisors should have never read the private communications of their employees.


Case Two – Milum should never have sought revenge or restitution from his former attorney Banks by lying and defaming him on a blog. 


Case Three – QFA Royalties should never have rashly terminated their franchisees’ agreement, especially following the suicide of one of their associates.


Case Four -- The disgruntled biotech employee, Jane Doe, should never have leaked insider information on a popular message board.


Case Five – Gannon should never have sought to retaliate against three flight attendants who were trying to protect passengers.
Simple Rules for Bloggers

After researching this topic, I would offer a few common sense tips for employees and employers about blogging outside the workplace.

Employees


1. Don’t discuss your employer or work on your blog.


2. Don’t lie or speak disparagingly of anyone, especially your employer, other employees, or anyone related to the workplace, on your blog.

3. Before posting anything on your blog, imagine what it would look like on a billboard with 100,000 motorists driving by and reading it every day.

Employers

1. Have a blogging policy and make sure employees understand that they are not to discuss confidential, insider information in their outside-the-workplace blogs.


2. Don’t access and read your employees’ outside-the-workplace blogs, unless you have an overwhelming reason to do so, i.e., breach of confidentially agreement, etc.


3. Before you pursue litigation against an employee for violating your blogging policy, imagine how an article in the New York Times or the Wall Street Journal from your employee’s point of view about the lawsuit would look to stakeholders.
. 
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