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INTRODUCTION

People keep secrets. This has been true throughout history. And where there are secrets, there are people who want to know them. So continues the eternal battle of secret-keeping versus secret-finding. This war is nothing new, but takes on a whole new meaning in today’s world. Why?
Due to computers and access to the internet, the amount of information available at a user’s fingertips has reached unbelievable heights. The immensity of data being transferred and made public is staggering. 

This freedom of information comes at a price. How do we arrange things so that information we want kept private will stay that way? How do we make sure that a person we send a chat to is the only person capable of reading what was sent? Like the civilizations of the ancient world, we need a way to protect our information. How can we accomplish keeping our secrets… secret? The answer comprises an entire large field of research and expenditure: cryptography.

DEFINING CRYPTOGRAPHY
What is cryptography? Cryptography is the method of taking a message of some sort and making it so that only the intended recipients of the message can read it.

To understand the world of cryptography, I will need to define some terms commonly used. ‘Plaintext’ is the message that a person would like to send. The process of making the plaintext unreadable by an unintended party is ‘encryption.’ Encrypting plaintext creates the ciphertext. When in ciphertext, the message is hidden, so that prying eyes cannot understand its meaning. For the recipient, to change the ciphertext back to plaintext is the act of ‘decryption’. [1]

Cryptography has a long and varied history. One of the earliest forms of cryptography and one that can easily be understood is the Caesar Cipher. For every letter in the alphabet, move down the alphabet a certain amount and you have your encrypted letter. If my message was ‘A’ and I used a shift of three, I would write a ‘D’ instead. “Hello World” becomes “Khoor Zruog.” This method can easily be decrypted, but it gives an idea of how early encryption worked. More complicated alphabetic ciphers have been created, but they all dealt in the single world of letters and numbers. [4]
MODERN COMPUTER ENCRYPTION

Manipulating the alphabet works, but it’s not 100% unbreakable. Current computers can simply analyze your message and attempt every possible outcome for an alphabetic cipher without too much trouble. Therein lies the problem and the solution. Computers. In computing, everything is represented by bits. Everything is either a 1 or a 0. Instead of thinking of changing ‘H’ to ‘K’ for a cipher, think of changing the bits 01001000  to 10001011. These are the ASCII values for H and K respectively.

This transition from letters to their bit representation allows us to encrypt items other than characters. Images, movies, websites, programs: they are all represented in a computer by bits as well. If we figure out a way to encrypt my “Hello World” message in a computer, then we could use the same method to encrypt Star Wars.

To study and create encryption methods today requires advanced knowledge of number theory and a great understanding of the physical implementation of the computing hardware. That is quite outside the scope of this paper. However, I will describe a basic introduction of a couple overarching genres of computer encryption schemes.

METHODS OF ENCRYPTION
An easy operation to perform on bits is called an ‘exclusive or.’ Abbreviated as 

‘XOR’, exclusive or takes in two bits, and equates to 1 if the two bits are different, and 0 if the two are the same. Using the symbol ^ to represent XOR calculations on bits, we generate equations such as 0101 ^ 1011 = 1110 and 0001 ^ 1011 = 1010. The best part is that XOR is its own inverse. If I have A^B=C and then I do C^B I get A back. [1]

What’s so special about that? Well, say A is my plaintext. I can make B be some random string of bits with which I obtain C: my ciphertext. I can send C to a friend and they can use B to get my original message back. Cool! In cryptographic terms, B is known as the ‘key.’ In order to get from ciphertext to plaintext, a person needs to know both the algorithm used and the key. [3]

This is the basis for the symmetric key encryption category. Any algorithm that requires both sender and recipient to know the same key falls in this category. The most popular form of symmetric key encryption is the Data Encryption Standard (DES). DES is a 64 bit block cipher. A block cipher is an encryption algorithm that encrypts a certain block size of bits at a time. In DES’s case, that size is 64 bits. DES runs its block through rounds of XOR’s and special functions called Feistel functions. Feistel functions are also widely seen in many symmetric key encryption algorithms. The math behind these functions is very advanced, but they use number theory and subkeys to help mask both the key and the plaintext. Subkeys are numbers predetermined by the algorithm, then often XOR’d with the main key. Both the XOR’s and the Feistel function do a very good job of encrypting the text. Not perfectly unbreakable, but good enough for the average person to use. I explain this at length because I will draw conclusions later based on the security of the different algorithms. [4]
One of the problems with symmetric key encryption is the safety of that single key. If both the sender and recipient need to agree on a key, how do they communicate privately? This involves a trusted third party to delegate keys to the different transactions that take place across the world. Again, it works for the average user, but it falls well short of perfect security.

A newer method for encryption is called public key encryption. What makes public key encryption special is that it is not symmetric. It involves two keys: a private key and a public key. A person would let the world know their public key, but keep his private key to himself. If a person wanted to send a message to me encrypted, they would encrypt their message using my public key. The way the algorithm is set up, only my private key would be able to decrypt it. Examples of this type of encryption are RSA (named for its creators, Rivest, Shamir, and Adleman) and PGP (Pretty Good Privacy, created by Phil Zimmerman). [9]

Public key encryption has some advantages over symmetric key encryption. A trusted third party isn’t necessary. Guessing the private key is more difficult than guessing a symmetric key, even knowing the public key.
GOVERNMENT INTEREST IN CRYPTOGRAPHY

For governments, encryption is of a double interest. Firstly, they would like to keep their private data secret by using the strongest encryption schemes so that no one can read it. Secondly, they want to be able to read what the other guy has kept secret. This means that governments would like to be in command of encryption. 

The public sector has the same desires. They want to be able to protect their data while being able to read other people’s data. This means that the public would like to be in command of encryption.
The problem is that the above two paragraphs are at odds with each other. If the public is generating encryption algorithms that the government can’t use or break, then they are at a great disadvantage compared to government that can use this algorithm. If the government is generating encryption algorithms that the public can’t use or break, then they are easy targets for hackers and thieves. To try and resolve this conflict of interest, governments do as governments have always done. They enact restrictions.
RESTRICTING CRYPTOGRAPHY

There are three main ways a government can regulate and restrict computer encryption publically. They are banning, key escrow, and import/export controls. Banning is just that. Domestic encryption is illegal. It sounds draconic, but countries have used and continue to use this method of regulating cryptography. This is the most effective way for a government to curtail the proliferation of new code for encryption that the government doesn’t have management over.

Key escrow is when encryption is fine, but the government must have a backdoor key to your encryption. They must be able to access the data at any time, regardless of what is being encrypted. This way, if the government suspects someone of wrong doing, they have no bar to simply looking over the incriminating (or not) data. 

Import and export controls are also self-explanatory. Make domestic encryption okay, but fiercely guard the borders against its importation and exportation. The most common form is making it really difficult to export to foreign countries, but easy to import. “We want your stuff, but we don’t want you to have our stuff,” is the mentality. This is an attempt at allowing developers internal to the country to work on new algorithms, but not share them with others.

These strategies can also be tiered depending on the key size of the algorithm or its intended use. For example, only algorithms with a key size of over 64 bits might be regulated, or only non-commercial uses may be regulated. [8]
SPECIFIC GOVERNMENT RESTRICTIONS

 One of the most restrictive countries is Russia. To have anything to do with domestic cryptography, you need a license from the government, which they may feel free to deny to anybody. Also, importation and exportation are extremely difficult.

Another restrictive country is China. They utilize a key escrow system. A company can use encryption, but they must allow China to have full access to anything that is encrypted. Most companies either simply don’t do private business in China, or else they don’t bother with encryption. [2]

France was once the European leader in encryption restriction; they have since significantly relaxed their laws. For example: importing an encryption algorithm using 128-bit keys now only requires declaration instead of prior authorization. Encryption is accepted to be used domestically. Only its exportation is still tightly guarded. [12]

A couple countries on the complete opposite end of the spectrum from the restrictiveness of Russia, China, and France are Canada and Latin American countries. “You can do pretty much anything domestically with cryptography.”  Cryptography in the domestic sector of these countries is never really thought of by the government. [6]

America is less strict than some nations, but still has export and import controls. USA requires a little more history explanation. First, I’d like to explain ITAR. Created in 1976, the International Traffic in Arms Regulations was meant to protect from the foreign acquisition of American military goods. During this time, cryptography was widely regarded as a weapon of war! ITAR effectively made exportation of cryptography illegal. [10]

There have also been cases where multinational agreements regarding cryptography have been reached. The first real agreement was COCOM, which was enacted in 1947. The Coordinating Committee for Multilateral Export Controls was designed to block exportation to East Bloc countries during the cold war. One of the items designed to be regulated by COCOM was military equipment. 17 countries were original member states of COCOM, and it also had many supporting countries. [5]

COCOM lost power in 1994, but then the Wassenaar Arrangement was reached. Though it may have been the successor to COCOM, the Wassenaar Arrangement took a less belligerent approach to the regulation of cryptography. It was designed to simply force transparency and reduce arbitrariness in export controls. 40 countries are members of the Wassenaar Arrangement. [11]
CRYPTOGRAPHY AND FREE SPEECH

Earlier I mentioned RSA and PGP as public key encryption algorithms. However, one difference sets them apart. PGP is open source, while RSA is patented. That’s right, in the USA you can patent your encryption algorithm. When PGP was first invented in 1991, it created quite a stir. This was a way to get around having to pay royalties for about the same type of encryption. Open source is the bane of patents everywhere. Many governments made moves to put the kibosh on PGP. Phil Zimmerman argued first amendment rights of free speech on his algorithm. [5]
Should governments block the public creation of algorithms? The advantage of public research on encryption algorithms is that more people are working on it giving a greater chance of discovering the ‘unbreakable’ algorithm. The disadvantages are the lack of incentive of larger entities with lots of money to fund research and the loss of control the government has over this area of research. 

I find banning open source development of encryption to be morally unacceptable because it stymies the growth of the field of encryption and forces the power into the hands of those with large sums of cash and power. Therefore, open source encryption should not be blocked by governments.
ETHICAL ANALYSIS OF REGULATION OF CRYPTOGRAPHY

Should governments be involved in the regulation of cryptography? It’s the age old debate of security vs. privacy. The important factors to content are the breaches of privacy against the public, cryptography as free speech, and the duty of the government to protect its citizenry.

An often overlooked point is the effectiveness of said regulations. Does the complete ban of domestic encryption work? Phil Zimmerman has this to say: “If privacy is outlawed, only outlaws will have privacy.”[7] Not allowing the public to use encryption strips them of their right to privacy. I find this right to greatly exceed any potential or perceived benefit to national security or governmental control, so a government banning of public cryptography is not morally acceptable.
Okay, a government doesn’t want to ban cryptography, but they want to enact a key escrow system. Is this an acceptable move? This is a lot better than absolute banning, but still betrays a lack of trust in its people by the government. I can be fairly sure that my neighbor is not reading my encrypted material, but the government is able to. The government’s aim is to be able to respond to terrorists acting within their borders. Think of the American PATRIOT Act as a lot like a key escrow system, allowing the government to read data with little cause. As a member of the country, I still feel like my privacy is being violated. The slight increase in perceived security cannot outmatch the decrease in my personal rights. A key escrow system is not ethically correct. A person’s privacy is not a thing to violate lightly.
Okay, two methods down, one to go. Can import and export controls triumph as an ethically correct way to regulate cryptography. As it turns out, yes! The right to privacy is not being violated, because people are free to use cryptography for personal reasons without fear of government intervention. It gives an added benefit of attempting to protect national security. Having these controls is a morally correct course of action should a government deem a need to regulate cryptography.
Are agreements like COCOM or ITAR morally just? Their goal is to prevent other countries from gaining current cryptographic techniques. This definitely harms the countries not involved in the arrangements. On the flip side, it is a mutual relation between several countries, strengthening them. The benefit to these countries must be greater than the harm to the those excluded. Since countries in the Wassenaar Arrangement do not practice banning of cryptography, it serves as a rebuke to excluded countries that do. The best method here would be to help the restrictive countries to understand that what they are doing is wrong, but arrangements such as these are still an acceptable method of the regulation of cryptography.

Unfortunately, these controls are a little shaky in implementation due to the ease of simply posting something on the internet. I think that this shouldn’t stop a nation from enacting import/export laws or joining a multinational agreement if they so desire to do so.
CONCLUSION

Open source encryption should be and remain legal, and the only ethical courses of action for governments wishing to regulate cryptography are enacting import and export laws and joining a multination arrangement regarding cryptography. 
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