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Mission Critical

Northrop Grumman Mission Systems, a division of $25 billion global defense leader Northrop
Grumman, develops highly complex systems integration solutions that deliver to the exacting
requirements of its defense and other government customers, including the US Air Force.

Unifying disparate systems
Emerging homeland security requirements and evolving combat capabilities are driving the need for
faster, more powerful IT solutions both at home and abroad. The ever-vigilant fight to protect national
security and defend national interests places unprecedented demands for real-time data availability, as
well as on the reliability and flexibility of command and control systems and other military technologies.
Lives depend on the ability to gather and transmit critical intelligence from diverse, leading-edge sources
– such as unmanned surveillance vehicles, satellite imaging or microwave devices – to mission specialists
in real-time and under the most adverse conditions.

The Department of Defense has defined a sweeping initiative – the Joint Battlespace Infosphere (JBI) –
a network- based infrastructure that integrates every data source that might be needed throughout the
military and making it available to whoever needs that data. The mantra of the JBI is to get the right
data to the right person at the right time. 

Northrop Grumman Mission Systems is charged
with developing systems that deliver on the
vision of JBI, enabling the faster decision-
making so critical in current combat situations.
Mission Systems' Command and Control
Interoperable Collaborative Enterprise (C2ICE)
enables the integration and interoperability of
multiple legacy or “stovepipe” systems, allow-
ing defense command and control operations to
exchange data or make applications available
to a wider audience of people.

In technical terms, the JBI defines a network-centric architecture. C2ICE employs an enterprise service
bus (ESB), a standards-based service-oriented network of applications, databases and devices, many of
which were never intended to be networked. Within C2ICE, everything is a service, Sonic ESB™ technology
is used to connect and orchestrate the interactions between those services. According to Jon Johnson,
Chief Engineer for Northrop Grumman Mission Systems, Colorado Springs Engineering Organization,
“We’re using Sonic technology to extract data from these legacy systems so that customers can continue
accessing critical information without having to bear the cost of replacing the systems.”

Speed ensures success
The US Air Force is one of Mission Systems’ primary customers, deploying its systems in its Air
Operations Center (AOC) environments. Johnson notes that Air Force missions are typically preceded by a
36- to 72-hour planning cycle. “In other words, it can take several days to decide which target to 
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“With Sonic, we can help key command
and control personnel receive and make
sense of a wide variety of critical infor-
mation quickly. The faster that they can
make those decisions, the better they’re
going to be, and hopefully they can save
lives and get the job done more quickly.”
Jon Johnson, Chief Engineer
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prosecute and which weapon to put against that target. With that time-frame, targets have to be
essentially static. What we’re trying to do is take that planning cycle down to a few hours, or even
faster for targets of opportunity, or search and rescue, which are time-critical. If you wait 72 hours to
hit a target,” Johnson continues “it might be gone. So the challenge for us is to develop a framework
by which data from disparate sources can be gathered and communicated to key personnel quickly
enough that a decision can be made in two hours instead of three days.”

This can be a challenge even in the best of conditions – and military systems must be able to withstand
the worst-case scenario without buckling, so the technologies used must be robust enough to stand the
heat and deliver the goods. Johnson’s group relies on Sonic integration technology to connect large, 
heterogeneous systems and efficiently and intelligently route the data they process. 

The information is fed to a workstation interface that enables users to view dynamic content in real
time; this content can include ticker-tape alerts, a map with dynamic icons, and video footage from a
satellite – not your typical ERP or CRM systems. “With Sonic, we can help key personnel receive and
make sense of a wide variety of critical information quickly,” says Johnson. “The faster that they can
make those decisions, the better they’re going to be, and hopefully they can save lives and get the job
done more quickly.”

Moving forward
In operational sites, much of the integration today is done by so called “chair-swiveling,” or person-to-
person: walking to another terminal and writing down data, and then perhaps entering the data at
another terminal, or by working it out over phone or e-mail. C2ICE, incorporating Sonic ESB, automates
this process so the data flows from person to person and from workstation to workstation, and multiple
data views can be combined in a single comprehensive view of a theater of operations.

“Sonic ESB will put us way ahead in that we no longer have to care about what kind of middleware is
in these systems as they stand alone,” says Johnson. “It gives us a better capability to treat them as
‘black boxes’ and integrate them into a cohesive network.” 

It’s been said before, but in the case of military systems it’s always true: failure is not an option. They
must be always available, always reliable, and always effective. Running 24/7, in conditions that range
from adverse to dangerous, lives depend on fast, efficient execution based on accurate, real-time data.
Sonic Software’s ESB enables Northrop Grumman Mission Systems to provide capabilities that deliver
on the military’s highly exacting standards of speed, performance, availability, and reliability.

Johnson concludes, “In the military world, dropping a transaction might mean loss of life. So clearly,
the high availability capabilities within the Sonic product line are quite important to us.”
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