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IT Conduct and Ethics Policy 
 
Overview 

webMethods sets forth very high standards for the ethical conduct of its staff.  The “Golden Rule,” 
integrity, honesty, fair treatment, professionalism, and full compliance with legal requirements, are all 
principles that are core to the Company’s operating philosophy and corporate culture.  Without 
qualification, and perhaps more so, these qualities and behaviors are expected of each and every member 
of the Company’s Information Technology (IT) Department.   

Staff members, vendors, consultants, and other persons working for webMethods’ IT Department have 
several unique aspects to their job that warrant special attention with respect to expected conduct and 
ethical behavior.  Most notably, many IT staff members have access to Company Confidential 
information, employee personal information, and systems security information that far exceeds that of 
most any other group or individual in the company.  Accordingly, the Company has high expectations for 
how members of the IT Department manage the extraordinary confidences entrusted to them. 
 
Objectives 
 
The objectives of the policies and procedures in this document are as follows: 

• Ensure that IT staff members clearly understand the aspects of their job roles that warrant special 
attention with respect to their conduct and ethical behavior; and, 

• Explicitly set forth the expectations for IT staff member conduct and ethical behavior that extend 
beyond those that already apply to all webMethods staff. 

 
Scope 

This policy applies, in total, to all staff members of the North American IT Department.  This policy 
applies to international IT staff members to the extent that the policies are not in conflict with local law or 
regional Company policies.  Any such conflicts should be reported to the Vice President, Information 
Technology (VP, IT) as described in item b. below. 

This policy applies to vendors, contractors, consultants, and temporary workers performing work for, or 
under the direction of, webMethods’ IT Department as described in item h. below. 
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Policies 

a. The VP, IT is responsible for ensuring that all IT staff members are provided copies of and are 
adequately trained on webMethods’ IT Security and Operations Policies.  This responsibility 
specifically includes ensuring that expectations for conduct and ethics are made unequivocally clear; 
that any updates to the policies are communicated and understood; and that any training necessary for 
the effective and efficient implementation of the policies is made available. 

b. All webMethods IT staff members are required to read and comply with all webMethods IT Security 
and Operations Policies, and any updates thereto, that are relevant to their job duties.  IT staff 
members are also required to attend any associated policy training provided by the Company.  

Additionally, it is the responsibility of each and every IT staff member to question or challenge any 
policy that is not clear, that does not appear to be in the Company’s best interests, or that could 
reasonably be made more efficient or effective.  If any staff member has reason to believe that this 
policy, or any other webMethods IT Security and Operations Policy, may be in conflict with local 
laws, Company-wide policy, or regional Company policy, the staff member should notify the VP, IT. 

c. In the normal course of duties many IT staff members have access to, or the ability to access, 
Company Confidential information that is not directly relevant to the person’s job duties.  For 
example, server administrators have the ability to access any document on those servers they 
administer, even though they may not need any of those documents to perform their job duties.  IT 
staff members should not intentionally or knowingly access or attempt to access any Company 
Confidential information that is not related to their job duties.  Neither should any IT staff member 
forward or copy information that is believed to be Company Confidential for any other person that 
should not have access to the information.  In short, IT staff members should not abuse their ability to 
access information by seeking out information that they would not ordinarily need to know. 

It is recognized that IT staff members, despite their best intentions, may inadvertently see Company 
Confidential information that they shouldn’t.  In such cases IT staff members should close or remove 
such documents from their screen as soon as possible and conduct themselves as if they’d never seen 
the information.  IT staff members should not relate or divulge any such information to any other 
person, inside or outside the Company, including other IT staff members.  If any IT staff member has 
a question about how to handle Company Confidential information, whether in general or related to a 
specific piece of information, they should contact their manager, the VP, IT, or the Company’s 
General Counsel. 

d. Some IT staff members may be informed of, and be asked to assist with, confidential events or 
projects prior to these events becoming public knowledge across the company.  Examples include 
acquisitions, office moves, employee terminations, legal proceedings, and reductions in force.  In 
such cases the IT staff member should make sure that they clearly understand who else is “in the 
know” about the event or project, and not discuss or provide information about the matter to any other 
person, to include family members or other IT staff members.  IT staff members should not assume 
that certain people, including their managers or other IT staff, are already aware of the information.  
IT staff members are expected to keep such information confidential until the information becomes 
public or they are explicitly directed that they may discuss the information with other specific 
individuals.  Any question about how or with whom such confidential matters can be discussed 
should be directed to the VP, IT. 
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e. Although the webMethods Computing Resources Use Policy states that staff members and other users 
(e.g., contractors) should not have the expectation of privacy in anything they create, store, send, or 
receive when using the Company’s computing resources, the policy also states that, to strike a 
reasonable balance with respect to the culture of professionalism and respect for the individual 
fostered by the Company, the Company will not intentionally monitor the activities or review the 
personal files of any user without good reason, as determined and approved by the Company’s 
General Counsel. 

These provisions imply that no staff member, including IT staff members, should intentionally or 
knowingly access or attempt to access the personal information of another staff member without the 
prior approval of the Company’s General Counsel or his/her designate.  For the purposes of this 
policy, the designates of the General Counsel are the VP, IT, any member of the Legal Department at 
the Vice President level or above, or the Assistant General Counsel for the EMEA, Asia Pacific, or 
Japan Regions. 

In practice, IT staff members may be asked by various parties to access the personal files, electronic 
mail, or correspondence, or to track or monitor the activity (e.g., track internet sites visited, 
documents fetched from LiveLink, etc.) of another staff member or other user.  Any such request, 
unless made directly by the General Counsel or his/her designate, should be referred to the VP, IT.  
Requests made by managers, the Human Resources Department, or any other persons should be 
referred to the VP, IT so that the proper coordination with and approval by the General Counsel can 
take place.   

The prohibition to not access personal information does not apply when, in the normal course of 
duties, an IT staff member needs to access personal information in order to assist someone or to 
resolve a problem.  For example, if someone is having a problem getting to their electronic mail, the 
IT staff member obviously needs to access their electronic mail to help resolve the problem.  The 
prohibition also does not apply under the standard practice of turning-over a terminated staff 
member’s files to their supervisor. 

The Company takes privacy issues very seriously and this policy is expected to be diligently followed.  
IT staff members must use their best judgment, and a sound application of The Golden Rule, in 
determining whether or not they may be needlessly encroaching on someone’s expectations of 
privacy.  Any general or specific questions on this matter should be addressed to the VP, IT or the 
General Counsel. 

f. In the normal course of duties many IT staff members have access to, or the ability to access, 
information critical to the security of the Company’s systems and information assets (e.g., 
administrator account passwords, security architecture details, etc.).  IT staff members may not 
divulge or discuss information that could potentially compromise the Company’s systems security to 
anyone, inside or outside the Company, who is not already privy to such information or needs to 
know this information (e.g., other IT staff members). 

g. The IT Department is responsible for a significant portion of the Company’s operational spending and 
is also responsible for maintaining a significant portion of the Company’s capital and leased assets 
(e.g., computer and network equipment, software, etc.).  Accordingly, it is expected that all IT staff 
members will conduct themselves in a fiscally prudent manner and will maintain and safeguard the 
Company’s assets as if they were their own.  As job roles dictate, IT staff members will adhere to all 
Company purchasing policies and will put forth their best efforts to negotiate contracts and purchases 
at the lowest possible price relative to value received by the Company.   
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h. It is important that webMethods’ IT staff and IT contractors are apprised of, and comply with, 
webMethods’ IT Security and Operations Policies and Procedures.  IT managers that hire new staff 
members or that retain vendor or consulting support are responsible for determining which IT policies 
and procedures are relevant to the new employee’s or contractor’s job responsibilities.  For example, 
a vendor coming in for a few hours to repair a server may not need to be apprised of IT policies and 
procedures, whereas a consultant brought in for several months to work on our financial systems 
would.  Similarly, an employee that transfers to a new position (e.g., transfers from the Client Team 
to the Server Team) may need to become familiar with policies and procedures they’ve not used 
before. 

The “webMethods IT Policy and Procedures Review Checklist” should be initiated by the responsible 
IT manager whenever a new IT staff member is hired, an IT staff member has a significant change in 
job responsibility (e.g., job transfer), or a contractor is retained to work on webMethods’ systems.  
Instructions for completing the form are as follows: 

1) The responsible manager should fill in the employee or contractor’s name, their position 
start date, and the responsible manager’s name.  The manager should then place a check 
mark next to each IT policy and procedure document that should be required reading 
based on the position’s job responsibilities.  The form should then be printed and provided 
to the employee or contractor along with instructions for accessing the relevant documents. 

2) The employee or contractor should then read all the required documents and provide their 
initial next to each document.  When done, the employee or contractor should sign and 
date the form.  The completed form should be forwarded to the VP, Information 
Technology. 

3) All required documents should be read and the form submitted within two weeks of the 
employee or contractor starting in the position. 

i. The IT Department is in many respects a service-providing organization to our fellow staff members, 
external customers, vendors, and other parties.  The IT Department’s value to the Company, and a 
key metric of our effectiveness as an organization, is to a large extent measured by the quality and 
timeliness of the service provided to our “customers.”  Accordingly, IT staff members are expected to 
conduct themselves in a professional manner, to treat all persons fairly, and to be as responsive and 
helpful as possible in assisting others in meeting our common objectives.   

j. Like any other webMethods staff member, IT staff members are strongly encouraged to share, either 
personally or anonymously, their questions, suggestions, concerns, or other ideas with any member of 
webMethods’ management team.  

 
Interpretation, Exceptions, and Waivers 

Any questions related to this policy, or any requests for exceptions or waivers, should be directed to the 
VP, Information Technology. 

Enforcement 

The policies and procedures in this document relate directly to the ethical conduct of webMethods’ IT 
staff members, vendors, and consultants.  Accordingly, a recurring failure to abide by these policies, or 
egregious disregard for one or more of these policies, represents a breach of the trust bestowed upon our 
IT staff and a failure to meet the expectations for how our IT staff members should conduct themselves.  
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Such behavior is subject to disciplinary action up to and including termination of employment and/or 
legal action. 

Definitions 
 

Term Definition 

The Golden Rule The Golden Rule: “Do unto others as you would have them do unto you” is 
a guiding principle for how we interact with others.  Each of us would like 
to be treated with respect, openness, and professionalism and we should 
therefore treat others in the same manner.  In dealing with others, we should 
ask ourselves: “how would I like to be treated in this situation?” 

Regional Company 
Policy 

Policies and/or standard practices set forth by different geographic regions 
of the Company to better reflect local laws or custom. 

EMEA The Company’s Europe, Middle East, and Africa geographic region. 
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