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Trading Privacy for protection  

 

Today’s rapidly increasing technological society is becoming accessible to greater 

percentages of the population. Technology devices are being used by individuals as their own 

personal media outlet. Issues of privacy and anonymity are called into question when unbeknown 

surveillance takes place through such personal media devices as cell phones and the internet that 

carry the thoughts, actions and ideas expressed by individuals. The right to remain anonymous in 

our thoughts, actions and speech is everyday being compromised and traded in the name of 

national security.   

Media is changing; once thought of in the traditional sense of people passively receiving 

information and messages through television, radio, newspapers and computers with the internet. 

Today media is a microcosm of individuals with personal technology devices carrying personal 

information about them, their activities, interactions and locations. Media, as defined by 

Merriam-Webster dictionary, is nothing more than a medium of cultivation, conveyance, or 

expression. This means that anything or anyone that is involved in the transferring, storing, 

retrieving or receiving of information, expressions and ideas are media. Media is no longer 

something we passively receive, but something we now passively and actively transmit out and 

engage in with the world. Can civil liberties be maintained in this new world of technology and 

fear of terrorism, and will the next generation care enough about conserving constitutional 

rights?  

Currently, there are laws that are being put into place that are raising controversy due to 

their constitutionality and the ethical manner in which they are being passed. These laws have to 

do with media technology and surveillance. The 1
st
 and 4

th
 amendments outline the rights the 
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people have regarding freedom of speech and the security to not have that speech taken away or 

monitored by government (US Bill of Rights, 1791). 

In 2005 the United States Senate unanimously approved the REAL ID Act. A bill that 

many say gives government the ability to eavesdrop and track people with unrestrained ease 

(Smith, 2005). The issue involves two civil liberty concerns. One, a government mandated 

national identification card, and two, constructing this card with technology will allow 

unchecked surveillance by the government. This bill was attached to an emergency spending bill 

for the military (Smith, 2005). A very unethical action by congress taking to separate issues and 

attaching them together to create a conflict in voting; if you disagree with one then inevitably the 

other will be knocked down; in today’s political environment looking apathetic to the troops 

could be devastating for one’s career.  Not surprisingly the United Civil Liberties Union opposed 

this bill by the legislators. They released a statement directly challenging the motives and ethics 

of this bill. 

“Given the capabilities of today’s technology, the only things protecting us from 

a full-fledged surveillance society are the legal and political institutions we have 

inherited as Americans.” “Unfortunately, the September 11 attacks have led 

some to embrace the fallacy that weakening the Constitution will strengthen 

America (ACLU, 2007).” 

  Civil liberties in exchange for security are the legal and ethical issues examined. 

The United States has fought with this issue before. In such cases as Doe v. Reed, Hiibel v. Sixth 

Judicial District Court, McIntyre v. Ohio Elections Commission and New York v. United States 

the Court had ruled to the what extent of government has the power to mandate citizenry 

identification and invade privacy. In summary, the Court has said we have a constitutional right 
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to privacy and anonymity with some exceptions in specific situations (McIntyre v. Ohio 

Elections Commission, 1995).   

When our legal and political institutions become less important to us as a nation than the 

feeling of security, bureaucratic institutions will step in to take control. This is what has 

happened when The Department of Homeland Security was given indisputable control over the 

implementation of the new REAL ID (Smith, 2005). In the name of security, HLS is pushing for 

the ID card to carry Radio Frequency Identification (RFID) technology (Calabrese, 2009). 

Tracking technology, the same technology which companies such as Wal-Mart use to track its 

billions of dollars in inventory as it moves throughout the country (Smith, 2005). The fear is 

once the government starts with the ID card they will also mandate such technology to be put 

into other media devices (TVs, radios, cell phones, computers) and the people will be surveyed 

everywhere at every moment. Corporations have been developing and implementing secure 

digital media and the technology has grown to where one can “sniff” –identify–  RFID tags from 

several hundred meters away indentifying its location, retrieving and transmitting the 

information it carries (Calabrese, 2009).  Additionally, to be able to obtain a driver’s license, a 

real geographical address will have to be provided, not a post office box. Each state is required to 

link the databases of information on their issued IDs into a national database and to share this 

data with Federal law enforcement officials, as well as those from other states, and from Canada 

and Mexico (Calabrese, 2009).  

Our direct right to privacy and anonymity is threatened by the parameters in which the 

REAL ID is being endorsed. The court ruled in Talley v. California, 362 U.S. 60, that prohibition 

of the distribution of anonymous campaign literature abridges the freedom of speech in violation 

of the First Amendment. The freedom to publish anonymously is protected by the First 

http://www.law.cornell.edu/supct-cgi/get-us-cite?362+60
http://www.law.cornell.edu/supct-cgi/get-const?billofrights.html#amendmenti
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Amendment, and, as Talley indicates, extends beyond the literary realm to the advocacy of 

political causes. By direct or indirect efforts to have all state-issued drivers’ licenses and non-

driver IDs have to include a “biometric parameter (fingerprint),” and make the information 

accessible for “common machine-readable technology,” for all who own the technology to read it 

is in direct violation of the 1
st
 Amendment right of privacy and anonymity because it is 

information that the government or whoever the owner the technology can read and doing so is 

viewing personal information without consent.   

The danger of legislation that calls for a national ID system is compounded by the 

information technology (“IT”) industry. The leaps and bounds it has made over the last few 

decades with biometric and other technology that makes it increasing easy to violate privacy. In 

almost every aspect of our lives we have information being collected and stored (Calabrese, 

2009). Grocery stores are a good example of how simple “loyalty cards”, pitched as a discount 

for customers and marketing information for business is able to keep detailed records of 

purchases. A similar situation with Amazon keeping records of book purchases, Airlines keeping 

ticket purchase databases, Hotels requiring a credit card to check in and keeping that database 

and the list goes on (Calabrese, 2009). What protects privacy among all these different databases 

is that the information is individually stored, spread out, and for government to access it they 

have to acquire a warrant from a judge for each separate database (Carter, T.B., Dee, J., 

Zuckman, H.L., 2007). The EPIC organization and 24 other experts in privacy and technology 

submitted detailed comments in May 2007 on the draft regulations explaining the many privacy 

and security threats raised by the REAL ID Act. The REAL ID Act is the main concern but there 

are others that members of Congress sponsor. The Digital Transition Content Security Act of 

2005 (HR 4569), which would require manufacturers of machines for transferring video to 

http://epic.org/privacy/id-cards/epic_realid_comments.pdf
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digital format to comply with standards for a digital watermark intended to protect video 

broadcasters from illicit digital recording; the thing they is not mentioned is that a digital 

watermark can also be used like the REAL ID compliance technology, to track and survey 

activities (Epic.org, 2008). 

If personal information from American citizens were kept on an identification card and 

consolidated into a single government database that could be accessed at will then no American 

would be safe within their 1
st
 or 4

th
 Amendment rights or any other right for that matter. The 

privacy issue is not just about RFID technology. This is one form of a constitutional violation; in 

creating a national identification card an extensive database would have to be built, to compile 

information on the citizens of the United States. Since it is a Federal database it would be 

superiorly used as the best form for Identification. When opening a new bank account, receiving 

governmental benefits, and a multitude of other activities, inherently tracking everything one 

does. An identification database would at a minimum need to collect such information as names, 

photos, social security numbers, phone numbers, email addresses, employment, and immigration 

information like country of birth and possibly race and religion. Once this type of information is 

compiled into one space it would not be difficult to also combine other data such as travel, 

financial, or communication information. With so much already collected other categories as 

undesirable behaviors, unpopular speech, gun ownership how much one pays for goods and 

services with cash would not be seen an unreasonable data collection for needed investigation by 

the government.  

Secretary Chertoff, who was director of HLS during the passing of the REAL ID Act, 

already indicated that the REAL ID card would be used for a wide variety of purposes, unrelated 

to the law that authorized the system, including employment verification and immigration 
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determination (Epric.org, 2008). He also indicated that the agency would not prevent the use of 

the card by private parties for non-government purposes (Epric.org, 2008). As part of the cost-

saving effort, Homeland Security has decided not to encrypt the data that will be stored on the 

card (Epric.org, 2008). Before the main intention of the ID can be put to use, they are already 

telling us that this single information source has the potential to be misused by the private sector 

for potential job discrimination and with unencrypted security the information would be in 

jeopardy of identity theft. In the end, the ID card could be implemented for almost any activity 

one does, thus destroying any privacy and anonymity.  

Chairman Schumer, Ranking Member Cornyn and Subcommittee Members, on behalf of 

the American Civil Liberties Union (ACLU), submitted testimony to oppose any legislative 

proposal that would impose a mandatory electronic employment eligibility verification pre-

screening system or biometric based national identity system on America’s workforce. In the 

U.S.A the people have a right to be considered innocent until proven guilty and a prescreening 

system would make Americans treated as criminals and suspects in order to gain employment. 

Other personal information seen on our database file that is unrelated to the job could open up 

the possibility for discrimination.  

How will the Federal government mandate a single dominate identification system? Not 

by force, The Court has ruled on the constitutionality of the federal government trying to 

appropriate the means of state governments (New York v. United States, 505 U.S. 144 (1992). 

The process will come about from convenience and inconvenience.  If at a Federal level this is 

the only ID accepted, and Federal property, such as building and benefits, Medicare, Medicaid, 

VA, etc. only accept this, then it will become very inconvenient not to have a National ID card. 

The same way a Social Security number, passport, and driver’s license are daily necessities if 

http://en.wikipedia.org/wiki/Case_citation
http://en.wikipedia.org/wiki/1992
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one wants to live with in a society with the convinces of bank accounts, medical care, 

employment, and transportation. One is not forced to hold these identifications, but without them 

people are immobilized and put in an unsurviveable living situation, which violates our 9
th

 

Amendment right; “The enumeration in the Constitution, of certain rights, shall not be construed 

to deny or disparage others retained by the people (US Bill of Rights, 1791).” 

 The question is how this could happen if the legal and political institutions for checks and 

balances exist to prevent civil liberties abuses? The most concerning part of the Real ID Act is 

Section 102 of the bill:  

“IN GENERAL – Notwithstanding any other provision of law, the Secretary of 

Homeland Security shall have the authority to waive, and shall waive, all laws 

such Secretary, in such Secretary’s sole discretion, determines necessary to 

ensure expeditious construction of the barriers and roads under this section 

(Smith, 2005).”  

The bill has been written to bypass judicial review, it has put an agency of non-elected officials 

above the Court, Executive administrative  and any other jurisdiction that may have authority to 

hear any cause or claim arising from any action undertaken, or any decision made by the 

Secretary of Homeland Security(Smith, 2005). 

 If one gets involved in a protest rally against the government he could have his personal 

information reviewed by authorizes from a distance without permission with RFID technology or 

all personal information on the ID card stolen by others using the same technology. It could be 

used maliciously by opposing politicians and the police. Identity thieves could easily use it for 

personal profit as well. What if the police were to approach me at a rally and ask for 

identification? Am I a criminal for not indentifying myself, or carrying my government 
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identification card? The answer today depends on the situation. In  Hiibel v. Sixth Judicial 

District Court of Nevada, 542 U.S. 177 (2004), the Court held that statutes requiring suspects to 

identify themselves during police investigations did not violate either the Fourth or Fifth 

Amendments also Confirming in Terry v. Ohio, 392 U.S. 1 (1968), “the minimal intrusion on a 

suspect’s privacy, and the legitimate need of law enforcement officers to quickly dispel suspicion 

that an individual is engaged in criminal activity, justified requiring a suspect to identify 

himself.” However, what is different about these cases and what is proposed in the REAL ID Act 

has to do with the specific circumstances. The Court has struck down in Texas a stop-and-

identify law as violating the Fourth Amendment because it allowed police officers to stop 

individuals without specific, objective facts establishing reasonable suspicion to believe the 

suspect was involved in criminal activity(Brown v. Texas, 443 U.S. 47 (1979). This is much 

different than random identity checks that can be done without the individual’s permission or 

knowledge. In various parts of the country the Court has upheld this idea. In California stop-and-

identify laws that required a suspect to provide “credible and reliable identification” upon 

request were also stuck done due to vague language that did not describe what a suspect must do 

to comply (Kolender v. Lawson, 461 U.S. 352, 1983). The Court did conclude that the Fourth 

Amendment did not prohibit States from making it a crime for a person detained under 

conditions to refuse to identify himself to a police officer upon request (Hiibel v. Sixth Judicial 

District Court542 U.S. 177, 2004). Highlight the word “request”, one has to first request, not 

already have the information that was taken without due process which is a 5
th

 Amendment right: 

“No person shall be held to answer for a capital, or otherwise infamous crime, unless on a 

presentment or indictment of a Grand Jury,… nor shall be compelled in any criminal case to be a 

http://en.wikipedia.org/wiki/United_States_Reports
http://supreme.justia.com/us/542/177/case.html
http://en.wikipedia.org/wiki/Fourth_Amendment_to_the_United_States_Constitution
http://en.wikipedia.org/wiki/Fifth_Amendment_to_the_United_States_Constitution
http://en.wikipedia.org/wiki/Terry_v._Ohio
http://en.wikipedia.org/wiki/United_States_Reports
http://supreme.justia.com/us/392/1/case.html
http://en.wikipedia.org/w/index.php?title=Brown_v._Texas&action=edit&redlink=1
http://en.wikipedia.org/wiki/United_States_Reports
http://supreme.justia.com/us/443/47/case.html
http://en.wikipedia.org/wiki/Kolender_v._Lawson
http://en.wikipedia.org/wiki/United_States_Reports
http://supreme.justia.com/us/461/352/case.html
http://en.wikipedia.org/wiki/United_States_Reports
http://supreme.justia.com/us/542/177/case.html
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witness against himself, nor be deprived of life, liberty, or property, without due process of law 

(US Bill of Rights, 1791).” 

 A national ID card with complete database information and the RFID technology to 

scan the information without permission creates a chilling effect on the expression of free 

speech. The Court has ruled that the First Amendment right to privacy in political speech, 

association, and belief requires strict scrutiny when a State compels public release of identifying 

information about those involved (Hiibel v. Sixth Judicial District Court, 2004). The REAL ID 

bill does just this; it subjects everyone to a mandatory facial image capture and forced 

“voluntary” disclosure of personal information into a single database that will be accessible to 

public and private individuals and institutions (Harper, 2009).   

 The REAL Act is a very unethical bill to consider considering how the concept of 

national ID cards or papers is known in European nations, particularly those with authoritarian 

histories such as Germany and the ex-communist bloc countries have long required each citizen 

to carry some standardized national identification document that must be presented to the police 

on demand (Kronstadt, n.a).  

 The ruling of Doe v. Reed, 2010 outlined the essence of our society.  The Court 

said,  

“America is built on privacy, the assumption that as long as we obey the 

law, everyone is free to go where we want and do what we want – embrace any 

type of political, social or economic behavior we choose. We can pursue our 

personal choices all without the government (or the private sector) looking over 

our shoulders monitoring our behavior. This degree of personal freedom is one of 

the keys to America’s success as a nation. It allows us to be creative, enables us 
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to pursue our entrepreneurial interests, and validates our democratic instincts to 

challenge any authority that may be unjust (Doe v. Reed, 2010).” 

 May 11, 2008 was the statutory deadline for implementation of the REAL ID system. 

However, on that date no State had taken the necessary steps to comply with the federal law 

(Epic.org, 2008). Since then 19 States have passed resolutions or laws rejecting the national ID 

program which combined with the other problems and obstacles The Department of Homeland 

Security has moved REAL ID system implementation deadline to 2017 (Epic.org, 2008).  

 The only way to maintain The United States of America as a free and open society is to 

remember the words… “The only things protecting us from a full-fledged surveillance society 

are the legal and political institutions we have inherited as Americans.” Our system, 

economically, legally and politically is based on the strength and resolve of its people, only we 

can preserve freedom. 
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