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 “Profiling and Detecting Deceit”
From the moment that the terrorist airplanes hit the World Trade Towers in September of 2001, individuals have become more cognizant of the people that are a part of their surroundings. It seems as if it is second nature to question the intentions and actions of a person because of his or her skin color, dress, or ethnicity. According to Edley (2003), a myriad of individuals have succumbed to the depths of racial profiling, which can lead people into the trap of stereotyping. In today’s society, “sixty percent of Americans believe in the necessity of some form of profiling to ensure public safety and national security” and this is why numerous individuals resort to racial profiling (Hudson, 2011, p.44). Since racial profiling has received a significant amount of criticism due to its generalization tactics, the concept of behavioral profiling is becoming more prevalent amongst society. Vrij (2008) expresses that the study of a person’s nonverbal communication and body language are being used at a higher capacity since a plethora of actions and emotions can be detected through critical analysis and observation. It has been reported that about seventy percent of a message is communicated nonverbally through individuals, and this is why profiling through behaviors is being used to ensure public safety. In association with behavioral profiling, Cohen (2010) conveys that detecting deceit among suspicious individuals is highly dominant due to the fact that the average person lies twice a day. Vrij, Edward, Roberts, and Bull (2000) states that by examining a person’s movement, eyes, gestures, and physiological responses, individuals with the intent to deceive can be identified at an accuracy between forty-five and sixty percent. The interpersonal communication aspects of racial profiling, behavioral profiling, and the detection of deceit are all vital components that join forces when the safety and concern of the public are at stake. 

After the devastating events of September 11, 2001, America automatically assumed that all terrorists were the typical composition of a Middle-Eastern or Muslim decent. Columnist Kathleen Parker scripted shortly after the terrorist attacks that “a terrorist attack of such enormous proportions…makes racial profiling a temporary necessity that no patriotic American should protest” (Hudson, 2011, p. 46). Because of these tragedies, racial profiling has become a prominent technique in the attempt to identify terrorists to increase the country’s safety and protection. Edley (2003) defines racial profiling as “the practice of detaining a suspect based on a broad set of criteria which casts suspicion on an entire class of people without any individualized suspicion of the particular person being stopped” (p. 175). Essentially, law enforcement officials or airport security guards are not targeting individuals for their suspicious behavior, but rather they pursue people because of their racial affiliation. Not only are people profiling others based on their tone of voice, dress, and mannerisms, but also on their race and ethnicity (Schneier, 2006). 

Also, known as an “investigative tool,” racial profiling is essential to the protection of Americans due to the conception of a terrorist profile: “Terrorists-particularly those who are likely to attack-have a profile. They are Muslim males, overwhelmingly young adults of Middle Eastern and North African decent” (McCarthy, 2006, p. 23).  A majority of individuals fully support that establishing a terrorist profile is simple common sense; it should not be considered ethnic or religious discrimination. Newt Gingrich fully supports the concept of racial profiling because it is about time that America learns to identify terrorists or individuals with deceitful interests: “It is time to know more about would-be terrorists, to profile for terrorists and to actively discriminate based on suspicious terrorist information” (Hudson, 2011, p. 41).


Racial profiling, although, has become the center of much argument and hatred because copious individuals assume that racial profiling is the same as racial discrimination. Racial profiling can be looked at in the same realm as discrimination and stereotypes, since some officers and security officials cannot avoid singling out a person because of their ethnicity, appearance, or voice (Simonson, 2005).  Additionally, Sullivan (2003) states that some citizens believe that their civil liberties are being inhibited because the act of racial profiling can hit the wrong targets, since searches are based on a minimal amount of information.  Former state legislator, Mark Flanagan, supports that profiling is not a form of prejudice, but rather common sense: “Terrorists are changing their tactics constantly and they’re taking advantage of our failure not to profile” (Hudson, 2011, p.43).The use of racial profiling can be mistreated if it is used in a discriminating manner; nonetheless, numerous people argue that avoiding racial profiling completely would be a danger to national security (Hudson, 2011).

A great deal of criticism has been targeted at the practice of racial discrimination. Hudson (2011) discusses that if individuals assume that all terrorists are of Middle Eastern decent, this allows the real terrorists to escape and remain undetected. Terrorists are just like the rest of the population: they come in all shapes, sizes, races, and religions, so it is not a productive process to assume that all terrorists are of a Middle Eastern decent. A profiling technique that is being stressed to avoid the pitfalls of racial profiling and discrimination is behavior profiling. This technique is one that is becoming more prominent in high-risk security areas because behavioral profiling looks past cursory information and focuses on the suspicious person (Schneier, 2006,). American airports have started to look to the Israel airport system in order to correctly identify travelers with the intent to cause harm amongst others. Israelis are considered to have the safest airports since they refrain from searching for weapons or bombs, but instead, security looks for “anyone with evil intent” (Lipton, 2009, p. 69). The Israelis fully support that in order to arrest terrorists, security officials search for individuals with proscribed, illegal schemas, since these individuals do not behave in a normal manner (Chertoff, 2011; Last, 2009). 

In response to the Israelis airport security measure, American airports have adopted the behavior-pattern recognition system in order to strategically identify terrorists amongst America’s extremely congested airport system. Under this recognition system, security officials are dressed in plain clothes and are trained to look for behavior that is considered out of the ordinary. These trained officials search for “profuse sweat, stiff torsos, clenched fists, quivering Adam’s apples, fidgeting, and the avoidance of authorities” (Last, 2009, p. 65-66). Furthermore, Zetter (2009) expresses that officials look for the subtlest change in a person’s walking form, which could denote that someone could be wearing some type of explosive device. Last (2009) explains that if suspicious behavior is identified, officials will approach the suspect and engage in what is called a “targeted conversation” (p.66). During these conversations, the goal is not to interrogate, but rather, simply ask a series of affable questions, which are designed to either put to ease passengers, or set terrorists off guard. 


The transition from racial to behavior profiling is proving to be quite the task since the observation of human behavior is an extremely difficult aspect to detect (Lipton, 2009). However, behavior profiling is an effective tool to utilize since it is “always the unusual, the thing that doesn’t fit” that individuals should take note of when identifying suspicious behavior, according to Yuval Bezherano, executive Vice President of New Age Security Solutions. If security officials are familiar with their environment at an optimal level, then they will know what to look for in order to recognize terrorists or deceitful individuals. Bezherano also supports that “it’s not unusual for terrorist groups to outsource their operations to individuals or groups who don’t fit the expected racial or ethnic profile,” thus security officials must be conscious of all racial and ethnic individuals (Zetter, 2009, p. 154). Numerous people believe that profiling is a grand generalization, where individuals associate characteristics of a population and apply them to others (Schneier, 2006). Arguments of whether or not profiling is an adequate measure to employ has certainly run its course. However, because of the unique nature that behavioral profiling has to classify specific, deceitful nonverbal manners, behavioral profiling can be more effective than racial profiling. 


Racial profiling and behavioral profiling may be different in their approaches to identify potential terrorists and liars; however, simply put, both profiling techniques are striving to uncover deceitful behaviors. Vrij (2008) defines in his book, Detecting Lies and Deceit, that deception is “an act that is intended to foster in another person a belief or understanding which the deceiver considers to be false” (p.13). All liars and terrorists have the intent to deceit everyone they come in contact with, and it is crucial for individuals to be able to recognize the key clues and signals of fraudulent behavior. When attempting to identify liars, Navarro (2008) articulates that one should not be trying to recognize dishonesty, but rather one must observe and question individuals carefully in order to uncover deception. Security officials must be trained in an extreme, detailed manner because detecting deception is incredibly complex and rare.  Riggio (2006) conveys that only a small percentage of the population can accurately discover deception at an advanced level. Even though uncovering misleading behavior can be a daunting challenge, identifying specific features in the face and body can provide clear clues to assist in the catching of a liar. 


The human body can disclose a myriad of different emotions and behaviors, which prove to be vital when catching a liar. Ekman (2009) reports in his book, Telling Lies, that there are two approaches to lying: concealing and falsifying. Through the act of concealing, liars withhold information without saying that something is untrue. Falsifying, however, involves that the liar withholds information, but he or she presents the information as if it is truthful. In association with the approaches to lying, Ekman and Friesen (1975) disclose that liars are also susceptible to leakage. Known as nonverbal leakage, liars are known to erroneously reveal the truth or crucial information through facial expressions or particular body movements. Liars do not mean to disclose this information; nonetheless, one slip of an expression or movement of a finger and non-intended messages are exposed. Particular clues have been established to decipher the sources of leakage within an individual. Morphology is the study of facial expression and individuals are encouraged to examine the face of a suspected liar. Liars seem to manage their expressions near their lips and mouth more closely, partly because of the role that speech plays in communication. Additionally, timing is an excellent indicator to determine if significant information has been leaked. As one who is attempting to identify false data, the timing of the facial expression can reveal a great deal. By timing the appearance of the expression, as well as, the duration that the expression is held on the face, inquirers can determine if a person is being truthful. Also, the location of the facial expression can leak a specific amount of information. Judging the position of the expression along with the spoken words can reveal if both are synchronized, or if they are put on. Lastly, micro-expressions are known to leak a significant amount of crucial information. These expressions only last between one-half and one-quarter of a second and they typically interrupt an on-going expression, fully displayed across the face.

Furthermore, there is a strong connection between deceitful behavior and interpersonal communication. Burgoon and Buller (1994) affirm that the interpersonal communication perspective states that deception is a style of interpersonal communication because the sender and the receiver are functioning with one another. Deception is considered multifunctional under this theory because deception has a great deal of goals and functions in its aim toward others. Additionally, deception has four particular objectives under the interpersonal theory: impression management, relational communication, emotional management, and conversation management. Impression management and relational communication have the same function since both are involved with the styles of images individuals display to a general audience. Moreover, these specific images can have “implications along such dimensions of trust, receptivity, and involvement” (Burgoon and Buller, 1994, p. 158). Furthermore, emotional and conversational management is concerned with how emotional experiences are displayed or suppressed in a social or public context. Essentially, when studying deception under the interpersonal theory, individuals must scrutinize a suspect’s cognitive, behavioral, and emotional changes, which would indicate that deceitful actions are being considered. 


Identifying deception is an extremely grueling process because ever since a young age, individuals have been accustomed to telling lies and falsehoods in a convincing manner. In order to be more accurate in identifying deception, Cohen (2010) elucidates that people look at the deliberate control of a person’s body movements. As is expounded by Vrij and Semin (1996), the attempted behavioral control theory hypothesizes that liars believe that nonverbal emotions and signals will deceive them, thus the liars will attempt to suppress these signs in hopes of not being caught. In association with the control theory, liars desperately try to control their behaviors, so they attempt to avoid leaking nonverbal cues of deception. Deceitful individuals purposefully avoid particular movements because they fully sense that movement will make them appear more suspicious. Even though liars desperately attempt to suppress their movements, they may fall into the “gestural slip” trap. Through specific gestures, liars may unintentionally divulge truthful information, and this concept has close parallels to the Freudian Slip. Sigmund Freud supported that the tongue can unveil information that people do not wish to disclose (Cohen, 2010, p. 142). Basically, the gesture of the hands is the principal channel of expression for a person’s internal thoughts, memories, and understanding of the world (Cohen, 2010). 


In association with liars attempting to control their behavior, these individuals try to express behaviors that are associated with honesty and truthfulness, so they appear more credible. However, Vrij (2006) expresses that managing this aspect of a person’s behavior is extremely difficult to accomplish. The small advantage of detecting deceitful behavior is that people “cannot be silent nonverbally” (p. 41). When liars are behaving and moving in a deliberate manner, specific physiology and physical cues can be detected. The liar’s behavior will look rehearsed and deficient in any ounce of spontaneity. People typically move their hands, fingers, and body when in communication with another. If movement is lacking or is forced, then people can be suspicious of untruthful behavior. 


To help individuals expose deceitful behavior, specific nonverbal indicators can be cues of when individuals are lying to others. When liars are placed in uncomfortable situations, they will present specific signs of physiological stress. Increased heart rate, perspiration, and breathing rate, as well as, hairs standing on end are all indicators of physiological stress. Additionally, one must be aware of the liar’s level of discomfort amongst nonverbal behaviors. Interrogators must be cognizant of the liar’s body positioning. If he or she attempts to position his or her body to block and distance themselves from others, suspicious behavior can be assumed. In association with body movement, Navarro (2008) articulates that the Territorial Displays and Deception Theory states that individual take up less space when they are nervous and insecure, thus the folding of the legs and arms is something to make note of.  Moreover, individuals must take notice of shaking feet, twisting at the hips, drumming of the fingers, rubbing of the forehead, stroking of the head, or stroking the back of the head. While these attributes do not immediately indicate deception, they are signals that the individual is uncomfortable in the present situation. Furthermore, individuals need to look for synchrony between the verbal and nonverbal behaviors of the potential liar.  Everything needs to appear in sync with the conditions of the event and what the subject is saying. If something appears out of line or missing, then a dubious performance may be present. Lastly, a sense of emphasis needs to be measured. Typically, individuals will utilize specific parts of their body to accentuate strong, emotional positions. Nonetheless, if liars make an effort to concoct an answer or statement and the emphasis appears to be delayed or unnatural, then deceitful actions can be assumed. Even though these nonverbal signals can be indicators of deceitful behaviors, Vrij (2008) expresses that there is no single verbal or nonverbal behavior that is clearly linked to deception, and this explains why detecting deception is extremely challenging to achieve. 


In the aspect of detecting suspicious or deceitful behavior, racial and behavioral profiling are specific nonverbal techniques that are frequently utilized to uncover the truth. While racial profiling has increased to protect the safety of the public, a great deal of disparagement has been associated with the profiling tendencies since this technique has the inclination to stereotype individuals. Behavioral profiling has become a strong and more definite tool to identify those with suspicious plots or untruthful predispositions. Each body movement and expression communicates its own voice in a nonverbal manner, which assists in the exploitation of dangerous or deceitful intentions. The human body is a complex, yet inconceivable map that allows individuals to carefully observe specific behaviors in order to determine what every human body is expressing.
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