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I. Executive Summary 
 

Apollo Group’s GPA 4.0 strategy was designed to help the business focus our efforts on 

delivering a high quality student experience and value to stakeholders and shareholders. 

Apollo IT Services (ITS) is working diligently to maximize its efforts to provide value 

internally across the enterprise; however, the current state of the industry requires that we 

think beyond our current scope to look for ways to provide even more return for the 

business.  

Apollo has grown rapidly over the past few decades and now manages University of 

Phoenix, which is recognized as the nation’s largest for-profit University. Over the past two 

years Apollo ITS has helped stabilize the company’s IT infrastructure, providing a highly 

stable technology environment, world-class in capabilities and resilient to natural or 

unplanned disasters. 

Enrollment is down and new sources of revenue need to quickly be developed and 

implemented. University of Phoenix is quickly losing convenience and access as a 

differentiating factor across the Education sector. Competitors are quickly ramping up their 

business and technology infrastructure to compete with Apollo so having a stable (always 

available) IT environment is critical for Apollo’s success. 

The uniqueness of Apollo’s business model is that both students and teachers have access 

to classrooms, training materials, and critical files 24/7, 365 days a year.  The business 

objective to “reinvent education again” through innovation and technology is an enabler of 

that plan. Additionally, the education sector is still a large and growing market. Data 

indicates there will approximately 20 million college students in the U.S. alone in 2011 

(source: U.S. National Center for Education Statistics) 

With this as a backdrop, Apollo ITS believes the time is right to create a new, value-added 

vertical business to provide optimized, cost effective, predictable IT services to the Apollo 

Group and its subsidiaries as well as outside institutions. ITS will develop this new 

business offering following two basic principles: 

• Innovation. Provide industry-leading IT technology that gives Apollo Group a 

competitive advantage. Automate IT infrastructure and application lifecycle 

management and lower operational expenses while streamlining infrastructure 

lifecycle. Virtualize entire environment in order to increase utilization of existing 

resources, increase agility, and provide flexibility for customers. 
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• Excellence. We have highly trained people, world-class operations and data 

center facilities and best-in-class process maturity to deliver value to other 

universities and colleges around the U.S. and the world. 

ITS will follow industry best practices for IT sourcing and may aggregate external services 

such as software as a service (SaaS) for corporate applications, as well as public 

infrastructure services also known as “public cloud services.” To achieve the necessary 

amount of elasticity, ITS may out task certain activities, but even in those cases it will still 

act as a central aggregator/broker and a single point of contact for these services. 

Apollo ITS is confident that it has the right mix of service offerings to make this business 

appealing to both Apollo partner institutions (such as those managed by the Institute for 

Professional Development) and other educational institutions. We have the scale, the 

knowledge, the tools and the experienced management team needed to provide world-class 

managed IT services. 

This business proposal will outline how we can effectively launch this vertical business 

solution. It provides an overview of the services we hope to provide, the marketing support 

we’d need to bring in new business, the financial model we believe is needed to make this 

endeavor profitable and the management approach we would take to effectively launch and 

grow this business. We also provide a comprehensive overview of the current state of our 

technology offering along with a summary of where we expect our technology 

infrastructure to be in the near-term. Finally, we provide a summary of the competitive 

environment and where we see Apollo ITS fitting in to the market. 
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II. Apollo Managed IT Services 
 

The new Apollo ITS vertical offering will be called Apollo Managed IT Services. Initially, the 

new business will focus on providing cost effective, measurable, and predictable IT services 

for internal Apollo Group entities. The cost recovery for these services will be based on the 

consumption model. 

The goal of the short-term strategy will be to develop a cost-neutral offering and to 

formalize the service model with internal clients via the existing IT Service Level 

Agreement process. In addition, a formal and repeatable process regarding customer 

stewardship will be established.  This framework will provide a transparent dialogue and 

perspective on four critical process areas within IT: 

 Financial Management (Total Cost of Ownership) 

 Service Attainment (Availability and Performance) 

 Project/Service Request Fulfillment 

 Capacity Management 

The medium to long-term objective of the business strategy is to leverage the service 

delivery model developed and deployed in the short tem by offering the same services for 

other educational institutions as a pay-for-use model. These services will be offered in a 

phased manner as they mature as commercial services for internal Apollo Group entities. 

ITS has initially identified 10 potential services to be the focus of Apollo Managed IT 

Services: 

 

 Service Name Service Description 

1 Student and Faculty Technical 
Service desk 

24x7x365 multi-lingual Technical call center 
services for educational entities. 

2 Operational Monitoring Services 24x7x365 IT operations monitoring of network, 
servers, storage, and other infrastructure as well 
as application availability and performance. 

3 Managed Security Services 24x7x365 security event and incident monitoring 
and management for IT infrastructure. 
Correlated view into entire environment, early 
warning, detection and alerting. 
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 Service Name Service Description 

4 Professional Services Consulting services for educational institutions 
in the areas of IT infrastructure strategy, design 
and implementation as well as business and 
classroom applications. 

5 Telepresence as a Service To increase utilization of existing Telepresence 
video conferencing ITS will re-sell spare cycles 
of this “all you can eat” service. 

6 Virtual Desktop as a Service Virtualized desktop environment based on 
standard Apollo virtual client (e.g. XenDesktop). 
Customers can use this desktop to connect to 
Internet and other university applications. 

7 Infrastructure as a Service (Cloud 
Computing) 

Apollo private cloud computing resources will be 
provided to educational entities as a 
platform/virtual data center. IT offers basic 
computing resources as well as additional 
services such as infrastructure 
management/administration and 
monitoring/alerting. 

8 Education as a Service Educational software as a service; provides 
education platform such as classroom 
application based on Apollo Minerva or other off 
the shelf applications (e.g. Moodle). 

9 System Integration Value added reseller, provides business 
management applications either from internal 
multi-tenant apps or externally sourced services. 
This is end-to-end application platform for 
educational vertical.  

10 IT Outsourcing Complete takeover of operational management 
of IT infrastructure. This can be operated from a 
customer data center or collocated with Apollo 
data centers. 

Table 1-1. Apollo ITS Managed Services 

 

Adapting to New IT Delivery Model 
Apollo ITS has experienced accelerated growth since 2008.  In the last two years the 

number of server environments has increased by 150% to more than 6,000.  The growth in 

IT was in direct support of growing business demands and need to improve service for 
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additional students and supporting applications. Today, 18 months into an organizational 

transformation effort, there have been significant improvements in the adoption and 

implementation of Information Technology Infrastructure Library (ITIL) best practices.  

During the transition period business models have had to adapt to new student financial 

aid regulations, resulting in enrollment and revenue declines.  ITS has been asked to 

operate more efficiently by reducing costs and increasing speed of delivery.  While Apollo 

values the services the IT group provides, at the end of the day ITS is viewed as a cost 

center.  This view is primarily related to the operational and financial maturity level within 

IT; specifically, the inability to express the value of each delivered IT service in terms of 

business value.  More simply stated, IT cannot show the cost of delivery as it relates to the 

revenue generated or supported by the activity.  This lack of transparency leaves few 

options for managers to be selective in cost cutting or optimization initiatives other than 

requesting across the board percentage-based reductions of all IT spend or other “top 

down” approaches to cost reductions. 

Actions are underway to address this lack of transparency and improve our overall 

enterprise maturity level such as total cost of ownership (TCO) analysis for service catalog 

items, service level agreement (SLA) development and reporting, as well as some 

infrastructure process automation. Gartner defines 5 levels of maturity for infrastructure 

and operations (I&O) organizations as follows (Source: Gartner- ITScore for Infrastructure 

and Operations 09-2010):  

• Level 1: Awareness — The enterprise realizes that the I&O organization is 

critical to the business. I&O begins to take actions (in people/organization, 

process and technologies) to gain operational control and visibility.  

• Level 2: Committed — I&O moves to a managed environment (for example, for 

day-to-day IT support processes and improved success in project management) 

to become more customer-centric and increase customer satisfaction.  

• Level 3: Proactive — I&O gains efficiencies and service quality through 

standardization, policy development, governance structures and the 

implementation of proactive, cross-departmental processes, such as change and 

release management.  

• Level 4: Service-Aligned — I&O starts to manage itself as a business; customer-

focused; proven, competitive and trusted IT service provider.  

• Level 5: Business Partner — I&O leadership becomes a trusted partner to the 

business for increasing the value and competitiveness of business processes, as 

well as the business as a whole.  
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With all of the improvements underway, ITS could be categorized achieving a level 3.0 to 

3.5 maturity level as defined by Gartner’s ITScore for Infrastructure and Operation (I&O) 

Maturity Model, with some practices lagging in the level 2.0 range but also climbing as high 

as 4.   

We must move out of the shadows of the back office “cost center” and provide a more 

direct contribution to revenue generation.  The new vision for ITS is to become a Value 

Added Education Services Delivery Organization.  This would include providing services to 

non-Apollo entities. Product offerings would include any combination of consultation, 

infrastructure-as-a-service (IaaS), platform-as-a-service (PaaS) or even software-as-a-

service (SaaS) for Educational verticals, whether as brokers, aggregators or arbitrageurs. 

 

Figure 2-1. IT Services New Business Model 

 

Delivery to outside entities will require a focus on core service encapsulation and unit cost.   

This will help transform the organization to be more profit aware and enable actions that 

directly improve customer value.  These efforts do not require a “build from scratch” 

approach. 

With the consumerization of IT by way of cloud services, the opportunity for strategic 

partnerships is high.  Think of it as an “App Store for the Globe” with the web as the 
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delivery bus to almost any internet capable device.  No longer is an IT department limited 

to just build, buy or outsource options; there are now options to rent, integrate and 

repackage at a much more granular level and with a much smaller infrastructure 

management headache with the SaaS model.   

These same services are available to our customers, putting extra stress on IT to address 

the increased expectation for speed and flexibility of service improvement and rich user 

interfaces of web-based applications.  The good news is that sourcing opportunities abound 

and you’re likely to end up with an interface or application functionality that will be 

familiar to users.  

We will not be able to compete “like for like” with the unit pricing offered by Google for 

basic email services nor the $0.03/hour infrastructure services offered by some IaaS 

providers, for example.  However, we can certainly seek partnerships to include these as 

part of our own offerings packaged with value added features for the Education vertical we 

cater to – increasing sourcing opportunities to drive customer value.   

Web-based services are key to flexible delivery capabilities, be it cloud-to-cloud or cloud-to 

-customer.  Users do not want to be tethered to a specific device for access to applications.  

It is desired (and now expected) that the smart phone or slate device of your choice be just 

as productive and capable as the laptop of eras past.  Salesforce.com and Workday.com 

have wide adoption with large corporations as well as small start-ups.  These are models 

for our delivery goals, to become the education-as-a-service (EaaS) provider of choice. If a 

customer wants or needs a full education delivery solution we have it.  If you only need a 

portion or simply want access to collaborative learning research materials, that is also an 

option.   Each would be priced competitively and on par with consumption mechanisms 

such as per user or per transaction. 

 

Transformation – The Adaptive Delivery Organization 
Given our current state of maturity and economic pressures put upon us, transformation 

activities must be hastened.  Here are five steps to achieve business part maturity for IT:  

1. Standardization of Infrastructure Pod.  There have been improvements in this area 

but it is time to be rigid about standardizing on fewer and less complex components 

in order to achieve greater levels of flexibility and agility.  Virtualization at all layers 

of infrastructure is a prerequisite to enable cloud like agility both internally as well 

as externally sourced infrastructure providers.  Commoditized computing with 

virtual I/O, load balancers and firewalls will allow application, or workload 

encapsulation and mobility.  
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2. Streamline delivery with Automation.  With reduced deviation of components due to 

standardization, a high level of automation can be achieved.   This helps drive 

predictable SLA and cost management which equates to better customer service and 

perhaps a competitive advantage, for now.  Self service via a web portal or API 

should be the goal for all service offerings.  Investigate a workflow automation 

solution with cloud integration capabilities for quicker delivery of objectives. 

3. De-Silo.  Detach service delivery options from the vertical and horizontal rigidity.  

Enable use of processes or education platform objects with any other (with the right 

API).   The recipes for solutions should be flexible to adapt to components provided 

by others, be they customers or cloud partners.  For example, an enrollment 

solution that ties to University “X”’s Salesforce.com based student data, but 

integrates with our Financial Aid Processing solution components.  

4. Understand costs.  The “cool factor” will now be measured in terms of increased 

operating revenue.  Full cost transparency will provide details on what areas need 

efficiency improvement attention or abandonment.  Once we understand our costs, 

it is also important to relate the costs to the revenue they drive or support.  Is that 

Platinum SLA supported by a potential loss of revenue or bad press?  If we know our 

cost for each component we can make better decisions and it can be expressed in 

terms of business productivity; increase of “x” students enrolled/hour or  student 

graduation rate increase of “x” percent.  

5. Align with business process and priorities.  Centralized IT has a tendency to be 

abstracted from the daily business operations unless there is a fire to extinguish.  In 

addition to the technical grouping of objects and operations, there needs to be a 

business process view of the systems we build and support.  Speak the language of 

our business to our business as a start to our new partnership.  Commission market 

research to align and prioritize our activities as an EaaS provider. 
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III. Industry/Competitive Analysis 
 

Strengths 

• Securely managing student data / regulatory compliance / student privacy 

• 24x7x365 student support & platform monitoring 

• Leverage current investments, multi-tenancy, virtualization 

• Front end platform to customers content 

• Online Student Experience 

• Platform as a Service (online platform, infrastructure and support) 

Weaknesses 

• University of Phoenix brand name 

• Vertical currently does not exist at Apollo 

Opportunities 

• Higher Education Technology Challenges 

• Public Elementary and Secondary Education Technology Challenges 

• Private  Elementary and Secondary Education Technology Challenges 

• Partnership with IBM Global Services or EDS (Launch more quickly) 

• Potential Market Revenue ~$26B 

– 6% of Budget or $25,920,000,000 

Threats 

• Competitors offering content/service with backend infrastructure 

• Amazon EC2 (Cloud), Salesforce.com (Cloud), Google (Open Source Books and 

Education) , Apple (iTunes U) 
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IV. Marketing Plan 
 

TBD 
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V. Management Considerations 
 

TBD 
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VI. Financial Plan 
 

TBD  
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VII. Current State Apollo IT Technology Overview 
 

Apollo ITS has truly transformed itself over the past 18-24 months. To better understand 

the infrastructure available to Apollo Managed IT Services, the following details the full 

scope of the business. 

Telephony 

Today the Apollo telecommunications infrastructure in the United States consists of three 

main telephone systems. The first of the systems serves Arizona, the second serves the 

Western half of the United States and the third serves the Eastern half of the United States.  

Ground Campus Circuits and Phones 

All locations have local survivability in the event of a network failure. Most locations have 

their own individual T1 line. The T1 line is a digital circuit with a minimum of 23 voice 

paths. The T1 is used for Direct Inward Dial (DID) numbers, outbound calling and 911 calls. 

Some of the smallest campuses do not have a local T1 line; instead, they have local Plain 

Old Telephone Service (POTS) lines for local calls and 911.  

Most of the telephones at the remote ground campuses are IP telephones. There are non-IP 

devices such as fax machines and analog phones in use at the campuses. There are also in 

some cases digital phones in use in small quantities. 

Metro Phoenix Building Circuits and Phones 

Each of the buildings in metro Phoenix has at least one local T1 line for local traffic and in 

some cases has a long distance T1 as well. All locations in metro Phoenix connect to the 

Arizona telephone system. Most of the telephones at the metro Phoenix buildings are 

digital telephones. There are some analog devices such as fax machines and phones in 

student areas. IP phones are in use in some cases. IP phones make up a very small 

percentage of the total. 

Self Service 

Self service options in the phone menus of the telephone systems provide some capabilities 

to direct the caller to the right place. There is no Interactive Voice Response (IVR) system 

in place today; however, there is a project in place to provide self service to students that 

we expect to be operational in 2011.  

Inbound Calling 

Inbound calls come into the business in several ways: 
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Toll Free Numbers. Some of the toll free numbers come directly into the campus locations 

via telephone circuits at the site. Most toll free numbers come in centrally via long distance 

telephone circuits located in metro Phoenix.  

• Apollo Contact Center (ACC) inbound calls. The Apollo Contact Center receives 

all of the inbound calls for main listed numbers for Arizona, the West region and 

the Mountain Plains region. 

• Southwest Region inbound calls. In Texas, all of the main listed number inbound 

calls for the Southwest region are answered by the Texas inbound contact 

center. 

• Other Regional inbound calls. Most campuses that are in the Northeast, Midwest, 

and Southeast still have their main listed numbers answered by the receptionist 

at the site. In some cases small contact centers have been formed to take other 

types of calls.  

Direct Inward Dial (DID). Over 90% of Apollo employees in have Direct Inward Dial (DID) 

numbers. This allows them to be contacted directly without going through a menu or 

another person. If a person is on vacation or away from their desk the caller will be sent to 

voice mail. 

Outbound Calling 

The bulk of the outbound calling to prospective students is done by the Apollo Contact 

Center located in Phoenix. The ACC is on the Arizona telephone system. Calls are made to 

prospective students and then transferred to enrollment counselors on the Arizona, East 

and West telephone systems via the Multi-Protocol Label Switching network. The types of 

technology used by the Apollo contact center are: 

• Click to Dial. Click to Dial is used to help automate outbound calling. Phone 

system functionality is imbedded into Q-task. The functionality allows the agent 

to just click on buttons on their screen to call the prospective student and to 

conference in the enrollment counselors. All numbers are dialed automatically to 

ensure accuracy and efficiency. Click to dial automates regular phone calls. 

• Proactive Contact/Dialer. Proactive Contact (automated dialer) is currently in 

proof of concept. The dialer automatically calls phone numbers, sorts through 

answering machines, no answer, fax machines and the like. ACC agents are 

delivered a live person over 90 percent of the time. This functionality improves 

agent efficiency by over 100 percent. When the ACC agent has a live caller on the 

line they use an Apollo application called D2EC to find an enrollment counselor 

to transfer the call. 

Comment [AGU1]: What is this? 
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Network and Data Centers 

Currently the Apollo Group computer network covers the following areas: 

• Data Center local area network (LAN) 

• Campus LAN 

• Wide area network (WAN) 

• Metropolitan area network (MAN) 

• Internet 

• Wi-Fi 

 

The data center network is an Ethernet based network supporting mostly 1Gbs 

connectivity. The infrastructure is a mix of Cisco and Foundry, with additional security gear 

from other suppliers such as Juniper, Cisco and Bluecoat. The data center LAN is segmented 

along corporate and student facing hosting boundaries. Certain areas are segmented to 

meet payment card industry (PCI) and other similar regulatory requirements. 

The WAN has a purpose to connect regional campuses to the corresponding data center. 

Currently it is mostly focused in the U.S. region supporting around 300 campuses. It is 

based on AT&T MPLS with circuits normally around 4-5Mbs. Students are using this 

network for the purpose of Internet access. 

The MAN is built on top of dark fiber and dense wavelength division multiplexing 

technology to provide high bandwidth connectivity in Phoenix metro. 

Single internet is present in each data center and failover is achieved using MAN. Security 

perimeter is built at the Internet edge using Juniper and Cisco firewalls. Primary users of 

internet are students accessing online portal/classroom, students surfing Internet, 

employees surfing Internet and supporting functions such as email, DNS and VPN. 

The Wi-Fi network is present in data centers and campuses to support user mobility, guest 

access and student personal machine connectivity. 

Hosting and Cloud Computing 

Interest and hype around cloud IT services is at an all-time high. Many organizations are 

reaping huge benefits by carefully investing in cloud services. On election night last 

November, the New York Times was able to scale their environment to handle many 
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thousands of additional transactions with just a few hundred dollars – avoiding costly 

infrastructure expenditures for a temporary need. 

Cloud computing is an evolving idea being shaped by vendors, consumers, market analysts, 

standards organizations and the marketplace. The National Institute of Standards and 

Technology (NIST) provides the most generally accepted definition. “Cloud computing is a 

model for enabling convenient, on-demand network access to a shared pool of configurable 

resources that can be rapidly provisioned and released with minimal management effort or 

service provider interaction.” NIST goes on to define three service models: 

• Software-as-a-Service (SaaS). Consumers use the provider’s applications running 

on a cloud infrastructure. The applications are accessible from various client 

devices through a thin client interface such as a web browser. The consumer 

does not manage or control the underlying cloud infrastructure including 

network, servers, operating systems, storage or even individual application 

capabilities, with the possible exception of limited user-specific application 

configuration settings.  

• Platform-as-a-Service (PaaS). Consumers can deploy consumer-created or 

acquired applications using programming languages and tools supported by the 

provider. The consumer does not manage or control the underlying cloud 

infrastructure, but has control over the deployed applications and possibly 

application hosting environment configurations. 

• Infrastructure-as-a-Service (IaaS). Consumers can provisions processing, storage, 

networks and other fundamental computing resources where the consumer is 

able to deploy and run arbitrary software, which can include operating systems 

and applications. The consumer does not manage or control the underlying 

cloud infrastructure. 

In addition to the NIST definitions, several roles are important to the Apollo ITS cloud 

strategy: 

• Cloud Consumer – Consumes SaaS, PaaS and/or IaaS 

• Cloud Provider – Provides SaaS, PaaS and/or IaaS to consumers 

• Cloud Service Broker – Provides value added services on top of existing cloud 

platforms, such as identity and service management 

• Cloud Service Aggregator – Provides warranty and guarantee of assembled 

services sourced from multiple providers by ensuring interoperability and 

security between systems 
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Figure 3-1. Current Apollo Clouds 

 

Additionally, two efforts are underway to establish hybrid cloud capabilities at Apollo 

Group: 

• Mercury – Sponsored by ITS to address enterprise wide IaaS requirements 

o Establish self-service on-demand portal and API 

o Establish rapid deployment, repurpose and decommission capabilities  

 Servers, Storage, Network & Network Security 

 ITS Service Management Tools (monitoring, identity mgmt. etc) 

 Middle-ware (apache, tomcat, IIS, .NET) 

 Database (Oracle, MySQL, SQL Server, Oracle RAC) 

o Integrate with IT Costing solution (CMDB -> Apptio) 

o Integrate with ITS management systems (ITSM, uCMDB, helios) 

• PSD Cloud Project – Sponsored by PSD for PSD applications 

o Establish PaaS and SaaS deployment capabilities 

o Establish virtual desktop for developers 

o Establish capacity to scale new applications to all students 

o Integrate with ITS automation 

•Salseforce.com  

•Google Premium (mail, docs, calendar) 

•Concur 
SaaS 

•Google App Engine 

•Amazon Web Services PaaS 

•Amazon EC2 

•Joyent IaaS 
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Client Computing and Mobility  

Apollo Group and its subsidiaries have enjoyed tremendous growth, both organic and via 

multiple acquisitions. As a result, there has been a lot of work on the client infrastructure. 

The client services were researched, evaluated, and redesigned during 2010. In 2010 Client 

Computing Technologies (CCT) created a Client Center for Excellence (CfE) with 

representatives from all client support teams (Apollo Technical Support and Campus 

Technology Services) with the purpose of driving all client related standards and processes. 

The CfE drives client standards to an Architecture Review Board (ARB). The ITIL v3.0 

Framework introduction also began in 2010. 

Several client services were established in 2010. Client Computing Technologies continued 

refining these services and delivering a standard environment. Established client standards 

are beginning to change the infrastructure estate. 

Client technologies standards in 2010: 

• Personal Computers – Microsoft and Apple Operating System platforms 

• Office Productivity Tools – Microsoft platform, Corporate Instant Messaging, Email, 

Collaboration platform 

• Client Automation and Management – Symantec platform 

• Client Security – McAfee platform 

• Printing – HP Managed Print Services 

• Client Virtualization – Citrix, VMware Lab Manager 
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Technology Corporate Student SRCs 

Hardware 22,000 PC/ 1,000 Apple 8,000 PC/ 500 Apple 

Software OS XP SP2, SP3, Mac OS X 10.2, 10.3, 

10.4, Windows 7 

XP SP2, SP3, Mac OS X 10.2, 

10.3, 10.4, Windows 7 

Office Productivity Office 2003, 2007, OCS 2007, 

Exchange 2007, WebEx 

Office 2003, 2007, Google Mail, 

online learning platform 

Client Automation and 

Management 

Symantec Management Platform 7.0 None 

Client Security McAfee AV Suite, HIPS, NAC, DLP McAfee AV Suite, HIPS, 

Firewall 

Printing Canon, Xerox, HP, others Canon, Xerox, HP, others 

Client Virtualization Citrix (1%), VMware (1%) None 

Centrally Managed 

Clients 

Managed (60%) Managed (0%) 

Table 1-1. Client Technology Standards 

 

Storage and Data Protection 

The storage environment at Apollo today is comprised of the following: 

• High-end Storage Area Network (SAN) arrays from Hitachi Data Systems (HDS) 

• Mid-tier SAN arrays from HDS and HP 

• Network Attached Storage (NAS) arrays from NetApp 

• Content Addressable Storage(CAS) from EMC 

These storage devices have different price points, functionality, and availability 

characteristics.  Our current plan is to migrate to an environment that is simplified (fewer 

devices) but has higher availability and performance characteristics. As we go forward, 

maturing storage technologies will allow us to combat the cost of continued growth in our 
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storage requirements.  These technologies include snapshots, cloning, compression, de-

dupe, dynamic tiering, and thin provisioning. Today our storage capacity is grouped into 

three different technologies (SAN, NAS, and CAS).  Each of these pools are acquired and 

managed separately.  The backup environment consists of tape libraries and D2D units in 

each data center. 

 

Storage Pools            Backup Environment 

 

Figure 3-1. Storage Current State 

 

Storage 

Storage availability is achieved through product design and implementation architecture.  

Today, high end storage arrays can achieve 6-9s availability due to the redundancy and 

architecture within the frame. We currently have approximately 4 PB of storage and 

backup D2D capacity.    

The amount of data that is being captured and maintained is growing at approximately 

50% per year.  Along with the growth, our current retention policy requires us to keep 

most of our data forever.  Today this data is archived to tape and taken offsite.  Our current 

tape count is approximately 45,000.  

Identity Management 

Current Identity Management (IdM) systems at Apollo are virtualized and follow a “push” 

model of Identity Management. Identity data is centralized and pushed to multiple systems 

to provision access. As the Identity data changes, synchronization jobs keep everything up 
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to date with all of the end points. The focus over the past two years has been deriving cost 

effective compliance with evolving regulations like Sarbanes Oxley, PCI, and international 

concerns like Safe Harbor provisions. Security to resources is externalized through the use 

of Active Directory (AD) to govern authentication of users. That is to say, access to any 

number of websites, servers, databases, and applications depends on users of those 

resources successfully being authenticated by AD. The following diagram depicts current 

state on Apollo Group identity management: 

 

 

Figure 3-2. Apollo Group Identity Management 

 

In the next three to five years, IdM systems will become a collection of on-demand services. 

In much the same way as authentication is externalized today by forcing resources to use 

Active Directory, future applications will externalize authorizations. Authorizations can be 

thought of as the privileges or roles assigned to a user in the application or system. 

Authorizations for users will come from external systems such as Active Directory, LDAP, 

and increasingly federated identity providers.  

As the number of systems that feed application’s authorizations scheme grows, the access 

granted users in those applications would become more contextual, and more granular. 

Applications will have to adapt to use these external authorization stores. This move is 

already underway in the large applications developers, Oracle, Microsoft, IBM, HP, and 

many more. Many of Apollo’s homegrown applications have already embraced this 

approach and leverage external identity stores for authorizations within their applications. 
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Information Security 

This Information Security strategy applies to all digital information and encompasses the 

many locations in which company information resides including all campus work areas and 

subsidiaries. 

The Information Security team is in process of implementing the Sentinel Program over a 

three-year period.  Sentinel is intended to focus on two key objectives: protection of 

student and company data assets.  With regards to protecting the student, the Sentinel 

program is aligned to reduce risk in the following key areas: non-compliance with 

government regulations for student data protection; closure of internal audit findings 

relating to data security; data loss of student information.  With regards to protecting the 

company, the Sentinel program is aligned to reduce risk in the following key areas: loss of 

student/public confidence; harm to brand reputation; risk of financial theft, fraud, 

embezzlement, non-compliance and/or loss of Title IV funding capability; fines/increased 

audit scrutiny; loss of investor scrutiny. 

The Sentinel Program is being implemented in two phases.  Phase 1 is due to be completed 

by the end of 2010.  The first phase is comprised of the following: 

 Information Security Policy Optimization 

 Security Risk Assessment Service  

 ITS Project Intake & Processes - Security Integration 

 Supplier Risk Management 

 Audit Risk Reduction (security-related) 

 BPP Integration 

 Information Security Operations Center (ISOC) Build out 

 Privileged Password Management 

 Internal Network Penetration Test 

 Vendor Standardization: McAfee Security Tools Suite 

 Security Log Monitoring 

 SIEM Uplift 

 Email Data Loss Prevention 
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 PCI Compliance 2010 

 Credit Card Data Flow Mapping 

 

Sentinel Phase 2 is projected to be complete by end of 2012.  Phase 2 is comprised of the 

following projects and initiatives: 

 Security Awareness Program 

 Security Standards Development 

 Vulnerability Management 

 Network Security Risk Management 

 ISOC Evolution 

 Server Lockdown 

 Security Patching 

 Host Data Loss Prevention 

 Network (Discovery) Data Loss Prevention 

 Network (Prevent) Data Loss Prevention 

 Data Protection Program 

 

Corporate Applications 

Corporate Applications currently supports five major applications/business areas.  They 

are: 

• Corporate Financials including Student Accounting. Oracle Financials is the system of 

record for all corporate accounting functions for Apollo and all of its subsidiaries.  In 

addition, the A/R and A/P functions have been customized to support Student 

Accounting for University of Phoenix, Western International University, and 

Institute for Professional Development. 

• Human Resources. PeopleSoft HRMS, CRM and ELM are the system of record for 

human resources management function for Apollo and all of its subsidiaries. 
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• Document and Content Management. Documentum is the document management 

system for Apollo and many of the UoP business processes that are document based 

(admissions forms, financial aid documents, etc.)   SharePoint is the internal portal 

and content management system for storing and exposing departmental documents 

and content. The DMS could all supports a number of other small custom 

applications for University Services, Legal and other departments. 

• Application Architecture. ORACLE SOA Suite is the foundation for the SOA 

capabilities in Corporate Applications.   This includes BPEL which is used for large 

business transaction orchestration and automation.  Actional is used for service 

monitoring. 

• Financial Aid. PeopleSoft Campus Solutions is the system of records for financial aid 

processing for UoP and WIU. 
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VIII. Apollo IT Technology Road Map 
 

This section describes the future state of Apollo Group ITS and the roadmaps for how the 

business plans to get there. 

Voice 

Call Center ACD 

The Automated Call Distribution (ACD) and call center functionality will move off of the 

telephone systems (scheduled for second half of calendar 2011) and will become an 

external application. The telephone systems will then turn into feature servers. This major 

change will allow all of the call center agents on the Arizona, West and East telephone 

systems to be one virtual call center.  

Self Service/Intelligent Customer Routing (ICR) 

A self service platform (Voice Portal/IVR) will be built and will serve as the gateway for all 

telephone calls coming into the system. Applications will be built to enhance the student 

experience. Customers will be greeted intelligently based on business insights. While 

customers are waiting for live agents, Intelligent Customer Routing can present 

personalized messages, call-back options, and even opt-in services to proactively notify 

customers of transaction status. Some examples of applications that will be deployed in the 

first phase are: 

• Student verification. Verify student IRN and other information automatically so 

that when the call is delivered to an agent a screen pops up with all of the 

information. 

• Call back assistance. Estimated wait time will be stated to the caller and they will 

be given the option to be called back at a number of their choosing without 

loosing their place in line.  

• Speech enabled employee directory. If the person calling in knows the name of the 

person they want to reach they will be able to speak the name of the person and 

be routed to that person’s telephone extension automatically.  

Multimedia contact center  

This solution will provide enterprise-class control of contact-center communications 

across multiple channels: voice, video, email, Web chat, and IP telephony. It simplifies the 

management process, helping maintain high levels of service so that customer expectations 

can be consistently exceeded. Its open-standards-based architecture simplifies design, 

deployment, and maintenance, so business units can easily integrate it with their own data 
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applications and outside applications such as Salesforce.com and our own home grown 

applications where applicable. 

Telephony Network 

A secondary MPLS connection might be required for some campuses. This depends on the 

size of the campus, and the business requirements for uptime at the given campus. 

SIP Trunking. Session Initialization Protocol (SIP) trunks are less costly and much more 

efficient than traditional T1 circuits. By centralizing trunking, much of the cost of local 

circuits will be avoided because very large virtual circuits will feed into the data centers 

using IP technology. A traditional T1 circuit has 23 to 24 voice paths. Each phone call uses 

100% of one path. With SIP trunking each phone call uses only 30-50% of the given voice 

path. The end result is that more double the calls can be connected using the same 

bandwidth.  

Today, there are many individual circuits. Because the data network will have become so 

resilient, voice traffic will move to a centralized model. Most voice traffic will be come into 

the business via large SIP trunks in the data centers and will ultimately traverse the MPLS 

network to get to the remote sites. This methodology will achieve economy of scale by 

pooling lines for shared use. When coupled with an E911 solution, the local lines at the 

campus can virtually be eliminated. Dollars spent on local circuits can be allocated towards 

existing MPLS bandwidth and/or a redundant MPLS network.  

SIP trunks run over Internet Protocol (IP). When IP phones are used the phone call is IP 

from start to finish. This architecture reduces the footprint of hardware that is currently 

used to convert phone calls from IP to Digital or from Digital to IP. Less energy will be used 

and less space will be consumed in the data centers due to Apollo’s move to SIP trunking.  

Unified Communication/Messaging. A single solution will be engineered that brings multiple 

methods of communication into one collaborative solution. Some of the items that will be 

consolidated are: 

 Voice mail 

 Voice mail broadcast 

 Conversion of voice mail to text (speech to text)  

 Voice mail in e-mail as a Wav file 

 Listen to e-mails via voice mail (text to speech) 

 Speech enabled directory 
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Voice Strategy Roadmap 

FY2011 FY2012 FY2013 FY2014 FY2015 FY2016 FY2017 FY2018 

to 

FY2021

Cradle to Grave 

call center 

reporting

Multi-Media Contact Center

Enterprise Soft phones or virtual device (no more phones on desks)

Three ACD’s merge into One Call Center 

ACD

Enterprise Predictive Dialer rollout

Video in Contact Center

Enterprise  Workforce Management Application

Enterprise IP Phones

Enterprise Unified  Messaging

Enterprise E911Solution

Voice Self Service Applications (IVR / Voice Portal) Voice Applications Move to Cloud

Enterprise SIP Trunking

 

Figure 1-1 Telephony Roadmap 

 

Network and Data Centers 
Over the next 3-10 years, many exciting changes will be taking place on the enterprise 

network. Our data center strategy is to provide resilient primary data centers in U.S. that 

will be a core level of this infrastructure used to host all master copy of data and 

infrastructure management layers. To meet business needs ITS will be running its services 

from tier-3 or better data centers (this means all components are fully redundant and there 

are no single point of failures).  

The following diagram depicts target global data center positioning: 



 

30 Apollo Group Proprietary 

 

 

Figure 4-2. Global Data Centers 

ITS is in business to provide IT services and will own and control its data center 

infrastructure. As far as the physical infrastructure (building, power, cooling) ITS will use 

collocation facilities that are well positioned to server its customers. 

To establish world wide presence, ITS plans to have data centers in the U.S., Europe and 

Asia Pacific. This may be expanded to additional location should specific requirements 

appear (e.g. regulatory/compliance or performance). The objective is to minimize the 

amount of data centers and use content delivery networks such as Akamai to deliver the 

content to the customer. 

Data Center LAN will be based on high performance 10Gbs Ethernet with ability to 

virtualize and create virtual PODs in order to host multiple tenants and provide security 

isolation between processing zones hosting data with different security requirements (e.g. 

PCI, PII). DC LAN will be a modular design that allows for easy expansion around high-

performance core.  

WAN services will be initially built around a two-tier MPLS network. Tier-1 network will be 

an international backbone connecting all data centers into a high performance, low-latency 

cloud and Tier-2 will be regional MPLS networks that aggregate countries or sites within a 

region around regional data center acting as a network hub and backbone connector. This 

scenario is depicted in the following diagram: 
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Figure 4-3. Apollo Group Global Network 

 

Campus connectivity will be based on business importance of the site: 

 Tier-1 sites (large sites 50+ users) will have dual provider MPLS networks (large 

sites or business critical functions) 

 Tier-2 sites (medium sites 20-50 users) will have MPLS and a backup connectivity 

that may be Internet 

 Tier-3 sites (small sites, less than 20 users, no critical business function) will have 

one MPLS or one Internet VPN circuit. 

Once consolidated (by 2013) ITS will look to outsource WAN services to telecom providers 

while maintaining a demarcation line in the regional data centers hubs. This direction is 

based on the fact that as a service provider ITS does not see global WAN as a strategic 

differentiator and will focus on providing higher level services. This way WAN becomes a 

commodity (like a plumbing infrastructure). The following diagram depicts the network 

domain roadmap for the next ten years: 
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Figure 4-4. Network Roadmap 

Some major changes to take place on the road are migration to IPv6, stabilizing dual vendor 

MPLS WAN, full convergence of data, voice, and mobile networks, migration to 10Gbs 

Ethernet on servers and 40Gbs Ethernet on the data center LAN. 

Network security will be virtualized, physical firewalls will be able to run isolated virtual 

firewalls to support multi-tenancy and increase utilization. Application delivery controllers 

will be virtualized to support multi-tenant environment. Concept of security perimeter will 

be slowly disappearing with the focus on application and data security. 

After consolidation, WAN may be outsourced to a third party and purchased as a 

“plumbing” infrastructure with enough visibility to ITS NOC. Data center networks will be 

owned and managed by ITS. 

IPv6 migration is a complex one and it will take several years. ITS will start at the 

perimeter and work toward core and application to manage the risk (many applications 

still are not IPv6 ready). 
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The emergence of the cloud will increase extranets presence where internet and point-to- 

point circuits will be used to aggregate and manage public clouds and ITS data center PODs. 

Secure remote access will become increasingly important and not just for business 

continuity purposes but to accommodate growing trend of “work from anywhere” as the 

traditional offices will grow smaller. 

 

Hosting & Cloud Computing 
Apollo Group is shifting primary revenue strategies away from prospect/enrollment 

towards experience/retention. This change in focus coupled with equally disruptive 

regulatory changes has increased the pace of business change. Additionally, the 

corporation is maturing and placing greater emphasis on cost control and efficiency.  

Investing in cloud capabilities on and off premise can enable the time to market and 

financial needs of the business. As cloud services mature it will be critical to evaluate and 

re-evaluate which IT services are core and contextual to the business mission of Apollo 

Group and adjust accordingly. 

Business users are increasing mobile (25% in 2009 and trending upward – according to 

Fortune 500). Business units demand work from home services to enable lowered 

operational costs and workforce flexibility – to IT organizations, this means flexible 

delivery of services to enable business agility. ITS must continue to align as business 

processes become increasingly standardized and integrated. 

Business architects are driving BPMS across the enterprise in a trend toward increasing 

process unification. 
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Figure 4-5. MIT Business Process Standardization 

ITS will look to establish itself as the enterprise wide cloud services broker and aggregator 

responsible for ensuring that services can and are managed in business terms. In order to 

be effective, ITS will further develop process and financial controls. This group would be 

responsible for the following: 

• Providing appropriate financial governance of IT spend 

• Managing data/reputation/legal/regulatory risk 

• Providing service assurance – warranty & guarantee 

• Sourcing and integrating service components from multiple service providers 

The figure below describes the model – the key difference is that the component blocks 

(represented as multicolored horizontal rectangles) can be sourced on or off premise: 
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Figure 4-6. Hosting Service Provider Model 

 

ITS will work toward the following during the transition to cloud-based solutions: 

 Identify, prioritize and migrate contextual services that are currently housed on-

premise to capable SaaS providers, such as HRMS, Email, CRM, Data Archiving, BI, 

Facilities Management, Financials, Content Management 

o Establish Cloud Migration & Integration Services to ensure quality, 

repeatability and sustainability. This is a critical capability that will be 

exercised many times as service levels, government regulations, internal 

policies and financial pressures influence priorities 

o Define the Apollo Cloud stack and maintain it as a strategic asset in order to 

ensure flexibility, alignment with business needs, cost containment and 

repeatability. The stack will allow assets to be sourced internally or 

externally. It should minimally include the following: 

 SaaS – Email, HRMS, Content Management, CRM, ERP, FM, Desktop, 

Collaboration 

 PaaS – Messaging, SQL/NoSQL, ID Management/Resolution, Caching, 

File Sharing, Rules, Event Management, Virtualization 

 IaaS – Compute, Storage, Network, Alerting, Recovery, Network 

Security, Desktop, Collaboration 



 

36 Apollo Group Proprietary 

 

 Services. Capacity analysis, performance analysis, break/fix, developer support, 

consulting, project management, integration, sourcing, help desk, service management, 

vendor management. 

o Adjust current service design methodology to account for cloud 

capabilities 

 Service Orientation. Drive applications towards cloud-readiness in order to maximize 

agility/flexibility 

 Multi-sourcing service components. Develop in-house expertise in aggregating service 

components from multiple vendors 

 SLAs written with cloud capabilities in mind. Housing an application in a public is very 

much like outsourcing hosting for the application. Ensure that SLAs account for all 

aspects of outsourcing 

o Complete development of in-house IaaS tools (Mercury, Nimbus, 

Heliopolis, mummra) to meet current business flexibility demands – this 

will  continue to expose opportunities for improvement 

o Focus on automation opportunities as the primary drivers of TCO. 

Virtualization will continue to be a significant capability, but only as it 

relates to driving utilization of assets and enabling service portability. 

 

Figure 2 Hybrid Cloud 
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 Establish the capability to deploy ITS managed infrastructure to co-lo and public cloud 

providers to enable business flexibility 

 Establish business relationships with multiple public cloud providers in order to gain 

experience as well as insight/influence into their direction 

 

Client Computing and Mobility 
In 2010 Client Computing Technology (CCT) developed the Apollo Optimized Desktop 

(AOD) framework.  The AOD framework delivers world-class, flexible and adaptive desktop 

infrastructure services, aligned to business requirements, while reducing TCO and 

improving ROI for Apollo Group. AOD provides the platform for future client computing 

and mobility.  

The client estate in 2010 will transform in year 2011 and 2012 to a standard, automated, 

and fully patched infrastructure, with virtual computing increasingly transforming the 

physical client. The introduction of mobile technologies will force a rapid adoption of 

application virtualization and integration with collaboration platforms. The use of cloud 

computing technologies will increase dramatically to ensure ubiquitous access to company 

data and applications. Collaboration platform will gradually migrate from physical data 

centers to mixed cloud, with security dictating the pace of transitioning to external cloud 

platform.  

Future client state will continue in 2011 with AOD framework delivery. Established client 

standards in 2010 will increase throughout the client estate. Client provisioning, support, 

and automation will improve and penetrate most, if not all, areas of business, student 

classroom and research centers. Virtual Client Computing service will continue to 

substitute physical clients, especially in task-oriented areas such as enrollment, academic, 

and finance advisors.  

Apollo Group has 327 branch offices in the U.S. and about 200 locations worldwide. Branch 

workers usually have longer wait times when downloading content from the main office, 

which can result in reduced productivity. Organizations are increasingly moving data from 

the local PC to other network locations like file shares, intranet portals and the Internet. 

The information worker spends more time searching for information in these repositories. 

According to Microsoft, more than 5 hours a week is wasted searching for data, not finding 

it, and recreating it. That equates to at least 260 hours a year of wasted time and 

productivity. The increased focus will be toward document centralization, cloud-based 

solution, with data residing between on-premise and on external cloud.   
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Figure 3 Client Types and information location 

According to Gartner, the planning of client computing strategy is paramount, considering 

the business challenges and the suppliers’ dynamic. Depending on the business 

requirements and TCO analysis, the proliferation of Virtual Desktop Infrastructure (VDI) 

may not be the primary type of client virtualization. According to Microsoft, VDI costs 9% 

more that physical desktop when virtualizing Windows XP, and 11% more for Windows 7.  

 

Figure 4 Microsoft Client TCO 
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Apollo Group client strategy will change to predominantly virtualize the applications and 

shared published desktops, where it provides benefits. For the developer community, the 

use of VDI will become the choice to replace the physical desktops used to test applications. 

The concept of Bring Your Own Computer (BYOC) will be studied and if feasible, a service 

offer will be developed. The increase proliferation of mobile devices will increase the use of 

client virtualization, depending on the use and business requirements. Mobile devices such 

as iPhone, Blackberry, and Android are becoming ubiquitous and will force ITS to provide 

data access and content delivery. With the advent of mix cloud, Apollo ITS will be in 

position to offer Managed Desktop Services (MDS) for any client platform, with tiered SLA’s 

and costs. Ultimately, the business will dictate the direction of client computing, as students 

and management will embrace the new technology at a rapid pace. 

 

Storage and Data Protection 
Beyond cost control, evolving business and technology drivers will require the 

storage/data protection environments to become very agile.  These drivers will require us 

to use storage that is much more flexible, has increased functionality, and can scale quickly.  

The storage team will need to architect a solution that reduces costs while maintaining 

availability and scalability. 

Business Drivers 

Availability (100%) 

We will be able to maintain (or improve) our storage availability at a reduced cost in the 

future due to: 

 Lower cost systems (mid-tier) will add necessary redundancy 

 Supporting infrastructure (networks) will have added redundancy and maturity 

 Implementation of a storage architecture that removes dependence on a single 

storage frame 

Reduce Cost / Increase Operational Efficiencies 

The goals for reducing storage costs are: 

 Increase our adoption of space saving storage technologies such as compression, de-

dupe, thin provisioning, and snapshots 

 Utilize converged networked storage (FCoE) to eliminate the ??? 

 Lower acquisition costs by utilizing less expensive storage systems and re-architect 

the storage infrastructure to maintain availability and performance 

Comment [AGU2]: What? 
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 Implement dynamic tiering to reduce drive costs 

 Reduce operational costs by automating, consolidating, and standardizing our 

storage environments 

 Change to a consumption based cost model (pay as you go) 

 Utilize public infrastructure (public cloud) 

For storage that remains in-house, the adoption of space saving technologies will have a 

dramatic effect on the amount of physical capacity that will need to be purchased as 

compared to the logical amount of storage provided to the applications.  We expect to see 

logical to physical ratios of greater than 2:1 across our entire pool of primary storage.  The 

chart below estimates the storage requirements through 2017. At the same time, we will 

see a transition away from a dedicated fiber channel (FC) network to a converged Ethernet 

network that will carry both IP and FCoE traffic. 

 

 

Figure 5 Physical vs Logical Storage Capacity Requirements 

 

Add Business Value 

One area where data storage can provide business value is when it improves the creative 

application development process. For example, if an application developer comes up with a 

world-changing new idea, but needs a quick copy of production data to test his hypothesis, 

the storage system/environment should be able to provide that.  Any reduction in time to 

market because of ease of access to data during the developing, testing, or assurance 

testing processes, can be a huge win to the company.  This capability needs to be provided 

at a minimal cost which means that snapshot technology and thin provisioning will be 

required. 
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Technology Drivers 

Network Infrastructure 

A storage farm is very dependent on the network that connects it to the servers.  Today we 

have built a storage fiber channel network that is parallel to the more common IP network.  

This was required due to Ethernet (IP) networks not being able to meet storage’s stringent 

requirements for low latency, bandwidth, and availability.  With the implementation of 

stable 10 Gb Ethernet networks today, along with Converged Enhanced Ethernet (lossless), 

the Ethernet networks that are being built today can also support high end storage 

requirements.  Thus all Ethernet storage networks going forward will need to be 

implemented on robust 10 Gb or faster networks. 

Application Architecture 

Application design and the I/O workload generated by the application will dictate what 

kind of storage will be required.  For instance a web application that updates 1 record per 

transaction generates a much different workload than an Oracle Financials application that 

is creating a quarter end financial report. The web application could easily use storage that 

is hosted remotely on public infrastructure, while the Oracle Financials application storage 

would need to be co-located with the server. Thus the mix of applications that Apollo 

employs will dictate the storage options that can be utilized. 

Along with workload characteristics, application architecture will also limit the storage 

options.  For example, if a database employs Oracle RAC as it’s clustering technology, then 

we must use a storage option that is supported by Oracle.  At the other end of the spectrum, 

if we are using a software service that is provided by Google, then we may be forced to use 

their storage. 

Public Infrastructure (Cloud) 

Our adoption of public infrastructure (public cloud) will evolve over time.  Initially we will 

use public infrastructure to support our test and development environments along with 

mature internet services in our production environment.  But at some time, the Apollo 

Group leadership team will need to make a strategic decision on whether or not we will 

move our core production applications to public infrastructure.  Since we are an online 

company, this translates to placing our core revenue generating business and branding into 

the hands of a third party company or companies.  The decision to use public infrastructure 

will continue to be evaluated on a semi-annual basis. 

The location of primary storage (public/private) will follow the strategic decision where 

the servers/applications will be located.  For example, it will not make sense to put the 

servers on public infrastructure while keeping storage private (local) or vice-versa.  This is 

because the response time of storage is usually very critical and it cannot be geographically 
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separated from the servers it is supporting.  However, this doesn’t mean that we won’t 

have multiple instances of servers and storage that are geographically dispersed. 

Secondary storage (backups, etc.) does not have to be located geographically close to its 

associated server pool.  As long there is sufficient bandwidth and latency is not excessive, 

the backup pool of storage can be located separately from the primary storage.  This makes 

our backup environment one of the first candidates to use public infrastructure. 

The allure of using public infrastructure is the speed of provisioning and scalability that are 

provided.  Internally, we can automate our processes to match the provisioning process, 

but only if the hardware resources are available.  Having an idle amount of storage that we 

can scale into is usually a very expensive proposition.  Consumption based vendor pricing 

would assist if we were to keep the storage in-house. 

Storage Category Requirements 
Public Infrastructure 

Timeline 

Test / Dev Environments Close proximity to servers 2010 

Secondary Storage (Backups) 
High bandwidth, reasonable 

latency, replication, secure 
Test / Dev in 2011 

Archiving (E-mail, home 

directories) 
Reasonable latency, secure 2012 

Primary Storage Close proximity to servers, secure 
Strategic decision 

(2012 / 2013) 

Table 4-1. Adoption Timeline of Public Infrastructure for Storage 
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The following diagram depicts the future state for the storage: 

Storage Environment               Backup Environment 

 

Figure 6 Storage Future State Diagram 

 

The roadmap is shown on the following picture: 
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Figure 7 Storage Roadmap 

 

Media 
Servers

SNAP

DB DB

DDR
880

DB

DDR
880

CLONE

Database                  Apps

PR DB 
Apps

PR DB 
Apps

River Point -- Production  and Sys-Test

DEV 
Apps

TEST 
Apps

All DB and Non-DB 

data goes to DDR

Media 
Master

DDR
880

Las Vegas COLO Site

D2D as DR Target for all 

production app data in LVDC

Media 
Master

Media 
Servers

DDR
880

Backup

Data

Public Cloud

Dev / Test and archived 

Prod data

Unified 

Storage
(IP)

Private

Unified 

Storage
(IP)

Public

Unified 

Storage
(IP)

Public



 

44 Apollo Group Proprietary 

 

The cost of restoring user data is significant and needs to be evolved to a self service 

solution. End users will be able to restore archived data from their desktop without storage 

team intervention. 

Identity Management 
Identity Management at Apollo Group, Inc. will move from a “push” model whereby identity 

information is pushed to a variety of systems and applications and then periodically 

synchronized, toward a model where identity is pulled from federated identity providers 

and identity markets. This model of identity will be considered the “pull” model and will 

become the primary use case for identity management over the next 10 years.   To that end 

Apollo needs to move away from our centralized authoritative source for identity wherein 

all corporate identities are known and managed by internal Access & Identity Management 

teams and toward a hub and spoke model of identity management. In this hub and spoke 

model of identity, Access & Identity Management will act as the hub for identity related 

transactions such as access, provisioning, de-provisioning, audits, and reporting. Access & 

Identity Management will aggregate identity data in a meta-directory. Identity 

Management will also become a business enabler. Compliance with regulations such as 

Sarbanes Oxley, PCI, and others will become ubiquitous as identity management systems 

mature. Identity Management policy will be driven less by its foundations in security and 

compliance and more by business decisions. In the future, artificial intelligence systems 

will dynamically handle questions of access and security and create a feedback mechanism 

for business decision makers on the outcomes of their policies. The IdM conceptual 

diagram is depicted here: 

 

Figure 8 Identity Management Diagram 
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In the next 3 years Apollo’s Role Management will be fully automated. Adding new roles 

and applications, modifying and removing existing roles and applications, will all become a 

business as usual activity (BAU). The Access & Identity Management (AIM) team will 

establish and drive a Role Governance group  to assist with the business with role re-

engineering, to make the enterprise roles for Apollo more reflective of business needs. 

These enterprise roles will allow for increased business agility and flexibility. The business 

will be able to modify access in accordance with business policy through the use of these 

roles. ITS will also be able to set up end-to-end SLA’s on all access and identity 

management transactions. On-boarding, one such access and identity transaction, will be 

monitored with an end-to-end SLA. This will allow users to get a status on requests, the 

business to gauge the effectiveness of its process, and IT to address any systematic areas of 

concerns. 

IdM systems will become far more centralized at Apollo. Today’s system has IdM as a push 

mechanism, access and identity data is pushed to various end points, many of which still 

manage local account and permission repositories. Maintenance and upkeep of this system 

is labor intensive and costly as the primary focus is on building proprietary connectors into 

various consumers of identity data. Tomorrow’s IdM systems at Apollo will be central to 

the pulling of identity data from disparate sources. Rather than managing proprietary 

connectors, AIM will implement a pull system based on federation using open standards 

such as Security Access Markup Language (SAML).    

IdM systems at Apollo will act as the hub in a hub and spoke model, allowing for the free 

flow of identity data between in house applications and systems and external partners and 

providers. Popular use cases for IdM in the near future will be provisioning data to cloud 

based service providers, pulling and augmenting existing user data from cloud based 

identity providers, and federating identity information between corporate entities, 

applications, and systems.  

Apollo’s IdM system will transition from a homegrown system to commercially available 

and supported applications based on open identity management standards like SAML. 

These new systems will be based on Oracle, the number one IdM suite in the world 

according to Gartner, Forrester, and Burton Group analysts. This new IdM system will be 

wholly-owned and managed in ITS and available for all of Apollo’s corporate entities, such 

as BPP, either through remote installation or extension.  

In 10 years, IdM will have become invisible and its function will have become ubiquitous. 

Compliance with regulations such as Sarbanes Oxley, PCI, and others, once the primary 

concern of IdM, will be assumed. IdM’s primary function will shift towards one of business 

enabler and differentiator. IdM functionality will be a part of every application at very low 

levels, to the point that application developers and users won’t have to think about its use, 
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simply configure it and it will function independently. IdM will have become IdM as a 

Service (IdMaaS), an always on, always available service for the enterprise. IdM data, user 

attributes, activity, access, usage patterns, and much more will become an essential part of 

business intelligence for Apollo. Identity data will become the glue for business intelligence 

systems to link together disparate data points for maximum business advantage. 

A common identity use case 10 years from now will be identity data mining. In 10 years if 

Apollo wants to launch a new marketing campaign, it will be able to cull identity data for 

the user based on a wide array of elements from cloud based identity providers, internal 

systems, partner organizations, and social media sites. All of this information will be 

publicly available, freely given with user consent, in much the same way identity is done 

today with driver’s licenses. The challenge for IdM analysts in 10 years is not in gathering 

the data, but rather in drawing the right conclusions based on data analysis. 

IdM systems will shift in 10 years from being reactive to compliance and regulatory 

concerns, to being one where it is tied most closely to business policy. IdM systems will 

inform business decisions as they impact regulatory and compliance concerns, making it 

impossible for the business to inadvertently create policies that would create findings. 

Business as usual activities will include the business making strategic decisions, enacting 

them into policies that automatically enact access and identity management changes. A 

nominal team of IdM staff would be required for IdM systems care and feeding with the 

remaining focus for IdM staff being tied closely to key business units.  

Security will be adaptive, changing in reaction to a myriad of identity data points. Imagine a 

user logging in to a system and attempting to use a function in an application where they 

have no existing access. The IdM system would evaluate the user’s request in real time and 

either present an appropriate challenge or authorizes/records the access, based on existing 

business policies for acceptable use. The user would only be aware of the presence of IdM 

systems when asked for a reasonable requirement for use.  

This future IdM system will leverage a form of ‘narrow’ artificial intelligence, which will 

allow the system to assume requests, authorize and record them in accordance with 

business policy. This system will also feed that information about appropriate use and 

history back into the business intelligence system in order to better inform and influence 

business policy. In this way IdM and Business Intelligence systems will become co-

evolutionary, a learning system for the enterprise. Systems like this are already in use 

today at Google and others. Apollo’s IdM systems will mirror that trend and adopt the same 

technology. 

Future corporate identities will a mosaic of identity metadata aggregated into metadata 

directories as well as other directories like Active Directory and LDAP. Federated identity 

markets and identity providers will augment the limited set of identity data that Apollo 
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considers to be proprietary today. Leveraging these federated identity markets will require 

that Apollo trust their identity data with reasonable levels of assurance and reliability. To 

that end, Apollo will make use of nascent trust frameworks, frameworks like the U.S. 

Government’s Open Identity Exchange, and other trust frameworks built on social media 

networks. 

Finally, IdM systems will be almost completely autonomous in 10 years, requiring far less 

design and development and being operational in nature. The bulk of development work 

will be focused on development of automated systems interactions giving rise to an event 

driven architecture based on services. IdM Services will be one of the foundational pieces of 

Apollo’s application architecture. Most commercially available off the shelf (COTS) 

applications will readily plug in to this architecture out of the box. The primary focus of the 

2020 IdM team will be in managing and interpreting the data as well as interacting with the 

business. The IdM team will consist of systems and business analysts.  Typical use case s for 

IDM will include augmenting business intelligence reports with identity data. Approvals for 

use of the data will be gathered and approved by identity data owners.  Automating 

systems interactions based on changes to identity data will be the biggest use case for 

identity management engineers. ITS will play the role of trusted advisor to the business on 

matters of identity data, issues such as privacy, compliance and regulatory controls, 

separation of duties issues, and enterprise risk mitigation strategies.  Identity data will also 

enable the business to move into new mergers, acquisitions, partnerships, and markets 

with relative ease. 

 

Information Security 
Evolving business and technology drivers will require the Information Security strategy to 

be agile.  Current trends for the business indicate that regulatory compliance and 

government oversight of the higher education for-profit sector will continue to be a major 

factor.  Another key driver will be data privacy especially where it relates to international 

expansion.  Data Privacy is a major component of the European Union’s data protection 

directive, Safe Harbor.  Another business strategy which requires special focus in the 

security strategy are outsourcing initiatives that leverage internet cloud services that may 

provide software, video/teleconferencing, collaboration, messaging, offshore software 

development, and/or data processing capabilities.  Business strategies also include a 

hosted cloud service offering for Higher Education institutions utilizing the eCampus 

virtual classroom as a platform.  All of these trends are demanding an information security 

strategy that is capable of defending a borderless enterprise, effectively securing sensitive 

data in third party environments, context aware data loss prevention capabilities, 

federated identity and access management, and security as a service offering for hosted 

customers and acquisition partners.  
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The following diagram represents the strategic roadmap for the Information Security 

program: 

 

 

Figure 9 Title 

Looking beyond five years, nine key areas in Information Security have been identified as 

being integral to the Information Security Strategy. These are: 

 Cloud Security. The maturity of utility based, on demand, elastic cloud computing 

services will allow business to move toward mainstream adoption of the cloud.  

Cloud service providers address security concerns by developing standardized 

offerings that include: encryption (at rest and in motion), virtualization security, 

intrusion monitoring/prevention, web application/network firewall management, 

federated access and identity management, audit logging, and managed security 

services.  Information Security will be challenged by ensuring risk management 

frameworks are capable of extending into the cloud and ensuring audit 
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transparency extends into the cloud provider’s business processes.   As risk 

acceptance is transferred from internal business units to cloud providers, 

compliance and regulatory requirements will control how embedded cloud services 

become in entrenched in IT Service organizations.       

 

 Network Security. Business drivers will re-define the traditional network perimeter.  

Partnerships with cloud service providers mandate definition of new security trust 

models.  Data security must be assessed as it passes state across organizational 

boundaries and controls must be implemented to protect it as it is transmitted, 

processed, and/or stored.   Remote access virtual private network (VPN) 

technologies will need to support providing secure access to data for a broader 

audience of business partners.  Network firewalls will become identity aware so 

there is greater dependency on federating the identity directory service capabilities 

of both internal and external individuals.  Both wired and wireless network 

resources will need to support identity-based access using digital certificates tied to 

both individuals and endpoints such as workstations, laptops, and mobile devices. 

Web Application Firewall Technology will become a standard defense-in-depth 

component in web content delivery services.  Data loss risks are increasingly being 

driven by vulnerabilities in application software space and web application firewalls 

become an integral component to defending against application layer attacks.   

 Data Security. Data loss incidents as well as compliance and regulatory 

requirements continue to exert pressures on the business to address data security.  

Data loss prevention technologies will become more embedded within endpoints, 

storage systems, email, collaboration, network security appliances, and web content 

filtering technologies.  Data security best practices such as data masking and data 

encryption will become standards for protecting data both in production databases 

and for use in software development environments.  Data Masking will become a 

key security control for protection of confidential data where Apollo Group has 

entered into vendor partnerships that require data be transferred to external 

parties.  Database security technologies will become standard security components 

for protection of confidential data in key business applications.  Database Security 

Monitoring Gateways will be used to monitor unauthorized access to regulated data 

and for compliance audit tracking of access to and management of databases.  

 Application Security. An increasing percentage of attacks focus on application 

vulnerabilities.  In response to this trend, application security code scanning 

software will be integrated into the quality assurance systems.  Use of code scanning 

security software across the enterprise will require disparate software development 

teams to standardize on a single QA system to support a uniform SDLC process.  
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Security bugs will be tracked and remediated during the quality assurance phase of 

the SDLC.  Web application security scanning software will be used to augment code 

scanning and perform final validation of security bug free software.  These tools will 

also integrate with QA process and bug tracking system.  The demand and 

importance for these services will increase as Apollo Group moves to a cloud 

software service provider business model. 

 Endpoint Security. Traditional antivirus is ill-equipped to deal with the 

overwhelming growth of malware: spam, Trojans, viruses, and worms.   Additional 

endpoint security technologies will include location-aware personal firewalls, host 

Intrusion and Prevention Systems, Data Loss Prevention, disk encryption, and 

vulnerability and software configuration management.   A single vendor solution has 

already been implemented by Apollo Group to provide this function.  In the future, 

the host agent will be supported across a wider variety of endpoint operating 

systems and server platforms.  Endpoint security will become critical in 

environments that implement client and server virtualization, cloud hosting, and 

acquisition partner security where a managed security service is a sold as a 

component of a larger ITS in-sourced offering.   

 Mobile Security. Proliferation of mobile devices in enterprises leaves problems 

where companies cannot enforce policies or manage mobile devices in a 

standardized security fashion.   Mobile device management technology will enforce 

a uniform security policy across the enterprise standard mobile platform portfolio.  

Policies such as encryption, VPN, PIN security, security screen inactivity timers, 

local software installation rights, and remote device wiping will support the 

enterprise data protection plan. 

 Collaboration Security. Social media and collaboration technologies are exposing 

corporate data to new risks. New security models must address remote desktop 

sharing, messaging security, and management of consumer grade collaboration 

products and services.  Content filtering   technologies will evolve to include data 

loss prevention capabilities.  Data security risks will be lessened as the business 

adopts new collaboration technologies to communicate with customers and 

partners. 

 Vulnerability Management. Effective vulnerability management not only 

incorporates processes that manage emerging threats and vulnerabilities, but 

proactive, ongoing processes that identify vulnerabilities on systems, and merge 

with vulnerability patching processes that reduce risk to the organization.  

Vulnerability Management also provides proof of compliance to audit requirements 

and assists the business in providing an overall risk metric to data loss exposure.  
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Apollo Group must not only focus on the continued expansion of its vulnerability 

management beyond the datacenter and focus on developing a global capability 

with the capacity to support multiple internal and external business partners. 

 Security Services. Security Operations Services and Security Engineering functions 

must focus on developing robust processes and services that can be sold as security 

service offerings for Acquisition Partners as well as Customer Hosted Offerings.  

Security Services also need to align with Cloud offerings to monitor and protect 

Apollo data regardless where it is stored.   Security services on a global scale must 

support in sourcing for acquisition partners and extensions into cloud providers to 

support risk management, vulnerability management, network security engineering, 

endpoint protection, incident response, and data protection.  Internal Security 

Incident Event Management systems must support diverse customer requirements 

and service level agreements supported by a team of analysts staffed on a twenty-

four by seven by three hundred and sixty-five day model.  

 

Corporate Applications 

SaaS and Cloud (External Solutions) 

While the specific projects have not been road mapped, we can forecast that in the next 6 to 

10 years we will see an increase in the number of applications and business functions that 

are either outsourced (i.e. HR Benefits Enrollment) or support by software hosted as a 

service (SaaS or cloud computing).  The degree to which different business domains will 

adopt these solutions will depend on a number of factors including: 

 Core vs. Context. Core business processes are critical to differentiate a company from 

another in the eyes of its customers.   Context is “everything else” and is important 

for maintaining basic business function.   Core functions are more likely to be 

maintained internally where the company can retain the ability to control and 

customize the supporting systems.   Important note; over time markets change and 

as vendor capabilities expand, the categorization of a business process (core vs. 

context) will change.   For many years the student records and financial aid 

processing at UoP was unique in the industry and there we no products available 

that supported the UoP model.  This made these business processes “Core.”  In 

recent years there are more companies providing similar education models and 

vendors are beginning to provide solutions that support the UoP model.  As this 

continues, the student record and financial aid business processes may shift from 

core to context. 
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 Maturity/generality of the service.  General processes that apply to many type of 

businesses and companies are more likely to adopt SasS/Cloud/BPO solutions.  For 

example Benefits Enrollment is a general process that nearly all companies must 

perform and there are providers that have been working in this space for many 

years.   Non Term student records and financial aid are relatively new markets and a 

very vertical niche within the higher education market.   Solutions in this space are 

not as mature. 

 

Figure 4-15. Corp Apps Roadmap 

 

Management and Role of IT 

In order to maintain relevance in the advent of SaaS, Cloud and BPO, IT organizations will 

have to develop new management practices and roles within the organization.  Over the 

course of the next few year, Corporate Applications will be developing and growing the 

following disciplines: 

 Product Management. In this role IT will help business define their road maps for 

business initiatives.  Production Management will help the business seek solutions 

for these initiatives which will consider internal and external solutions.   Product 

Management will need to be well versed in the business domain and technology 

solutions for that area, including a growing number of external solutions. 

2010 

Focused  solutions, 
limited interaction. 

• HR Benefits 

• E-Mail for students 

 

2013 

Broader Solutions 

• FA Verification? 

• Hyperion? 

2016 

Add’l Business 
Functions 

• TBD? 

• TBD? 
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 Vendor Management. This role will need to move beyond pure IT vendors.   As 

vendors that provide more services in the Cloud or BPO models, the Vendor 

Management role will need to assist in a variety of areas such as definitions of SLAs, 

security, data protection, support models etc.  These consideration will need to be 

well defined during vendor assessment, well documented during contracting phase 

and well monitored during the life of the relationship. 

 Support Management. The Support management role will need to be expanded to 

managing support issues that cross company boundaries.    

 

Development of SOA to integrate disparate application environment 

Traditionally nearly all Apollo applications have been hosted and maintained internal to 

Apollo.  As we move forward more applications and processes will be external to Apollo.   

Integration challenges will be more complicated in this environment.   Apollo will need to 

continue to develop the integration capabilities in terms of technology and management.   

From a technical perspective many business transactions will need to rely on services that 

cross applications and businesses.  Security implementation needs to consider multiple 

companies, implementations, etc.  Service layers will need to be able to provide monitoring 

and management of processes across multiple boundaries. Governance needs to be 

matured to manage services in this environment. 

 

 


