
Preparing for Implementation: Organization 
Cooperation & Security Review 

 

Fire Department Cooperation Questions  

Scenario 

For this exercise, recall and consider the fire department case study used in earlier 
examples and exercises. First, review their mission statement. 
 

 
 

Step 1: Consider inter-organizational relationships. 
 
 
Answer the following questions: 
 
 
1. (25 points) With which organizations do you think the fire department has 
interactions?  
  
I would think that the fire department would interact with quite a few organizations 
within just one community.  Interactions could also constitute interactions between 
other cities and states as well.  I think that within a respective city a fire department 
would obviously interact with stations within the city and county boundaries.  I 
think that the fire department would also have ties with the police, and emergency 
departments (emergency response, ambulance) of city, state and county areas. I also 
think that they would interact with government entities such as the city and county 
governments (with regards to water usage, property lines, inspections of 



establishments, businesses, educating the public) and I also think that they would 
interact with the schools as a way of advocacy about safety as well as higher 
education establishments such as colleges, as in our case here at NMSU.          
 
2. (25 points) What form might these interactions take?  For example, do the 
interactions include data sharing, common data formats, or data collections? 
 
I think that between the police, emergency and the city and county governments 
there would be the existence of data sharing.  Information that is obtained by one 
department may be used by another department for further analysis of the city and 
its safety.  The data that is shared due to these interactions can become archival 
information for future use.  Data may include location, incident reports, fatalities, 
casualties, addresses, boundary lines (jurisdiction, city, county boundary lines, etc). 
I think that there is a possibility that the data shared could be in similar formats  
(statistics, tables, and graphs), information that could be included within a 
Geodatabase, but as far as existing layers, I do think that there would be some 
similar data that could be exchanged but not much.  I think that the data collections 
would vary in that each establishment would acquire information that is 
appropriate to the specific duty of the establishment but I do think that this 
information could be easily used by the other establishments and the fire 
department to either add to and hopefully make it more accessible to more 
establishments to use for the better of the city.  As I stated above I do also think that 
the city fire department could interact with colleges, so these colleges can use the 
information for analysis such as NMSU and the geography program.  We have access 
to information that we could analyze and manipulate to better the campus and the 
city as a whole by creating appropriate outputs.        
 

Valles Caldera Cooperation Questions  

Scenario 

For this exercise, recall and consider the Valles Caldera GIS. First, review their 
mission statement. 
 
Step 1: Consider interorganizational relationships. 
 
 

Answer the following questions: 
 
1. (10 points) With which organizations do you think the Valles Caldera has 
interactions? 
I think that the Valles Caldera would interact with education establishments 
(schools, colleges (UNM, NMSU, etc.) I think that Valles Caldera would also interact 
with government establishments (BLM, NPS-Bandalier National Park, Los Alamos 
and Sandia Laboratories), fire and security departments, city and county (state and 



federal) governments of adjacent cities.  But within the Valles Caldera, I think that it 
would interact with IT, public affairs, event, administrative, and science 
establishments.             
 
 
2. (10 points) What form might these interactions take?  For example, do the 
interactions include data sharing, common data formats, or data collections? 
 
These interactions would include data sharing I think primarily within the Valles 
Caldera.  Data that is obtained and used by these different establishments within the 
Valles Caldera could all be implemented using a primary GIS.  Statistics, graphs, 
tables could all be exchanged within the Preserve.  In regards to outside 
establishments I think that there could also be some similar data exchanges that 
may include census information, weather information that the city and counties 
could have already collected and are willing to share with the Valles Caldera.  There 
must be an already established understanding between the Valles Caldera and its 
satellite organizations, that the data should be able to be formatted and shared 
multiple agencies and governments so that they all benefit.  I think that data sharing 
between multiple groups can maintain a cheaper but ultimately better outcome of 
information for the Preserve and adjacent communities.           
 

Fire Department Security Review Questions  

Scenario 

In this exercise, you'll review a sample security review document for the fire 
department system, then be asked to provide recommendations for physical, logical, 
and archival security measures. 
 
Step 1: Review Fire Department System Document 
 

Review the fire department system described below and consider these factors: 

1. Physical security 

2. Logical security 

3. Archival security 

 

A Simple Fire Department System GIS Implementation 

Overview 

The planned fire department GIS will display, at various scales, maps of the 
department area. It will be possible to place icons on these maps representing 



incidents and the resources allocated to them. Users at individual fire stations will 
be able to obtain the following information products: 

1. a view of all the incidents in the area for which they are responsible 

2. the status of those incidents 

3. details of the resources dispatched to deal with these incidents 

The information products will be used to ensure efficient handling of real time 
incidents and to analyze patterns and trends in incident occurrences over a period 
of time. The planning section within the fire department will have to assume the 
new role of data analysis. 

The fire department has a realistic budget allocation for GIS this year, but is 
expecting its income from public funds to be dramatically reduced in the next fiscal 
year. It must, therefore, purchase all necessary capital items this fiscal year. Due to 
budget cuts, the fire department expects to begin negotiations shortly to relocate a 
number of its stations. By selling current high-value fire station sites, the fire 
department will be able to buy lower value sites for additional stations in the area. 
Construction at these new sites is not yet underway. 

Data 

Base maps will be obtained from a subcontractor. The subcontractor will produce a 
base dataset from scanned images and provide it on CD-ROM. 

Address data is shared with other emergency services and the planning department. 
The fire department receives updates on a weekly basis and must provide details of 
errors and corrections as part of the arrangements for sharing of this dataset. There 
is no established access control to the data. 

Other necessary data will be produced and provided by the fire department. 

Technology 

All data will be stored in-house on a server, with access provided to individual end 
users via PC terminals. A limited number of Windows7 workstations will be used for 
database maintenance and analysis operations. A separate vendor will be used for 
GIS software. Fire department vehicles will be equipped with innovative and 
specially developed in-cab facilities for displaying and querying maps. The fire 
department has a preferred vendor for hardware and is standardizing on the 
Windows operating system for end users. 

 
 
 
 
 



Step 2: Consider physical security 
 

Based on your review of the fire department's GIS implementation, think of some 
recommendations for physical security. 
 
List your recommendations for physical security below (10 points) 
 
My understanding is that the technology needed to execute the GIS for the fire 
departments and the individual fire stations will be located within in each of the 
stations, both currently existing and possible newer locations?  If so, these 
individual stations would need to implement security that would protect and 
control the access to the equipment or terminals that have the data (databases).  I 
think that all the stations should have strict rules and guidelines and institute a 
basis for basic security using one room in which all the technology is located and use 
locks, have limited key and password holders, and use password keypads.  I think 
that there should be a security door to the room and to the firehouse.  To protect 
against environmental elements the fire stations should use fire alarms, and 
alternate forms of power in the event of an outage.  I would also suggest the 
implementation of a sign in and out sheet indicating what day, at what time, how 
long they stayed and what they did.   

Step 3: Consider logical security 
 

Based on your review of the fire department's GIS implementation, think of some 
recommendations for logical security. 

List your recommendations for logical security below (10 points): 
 
I would suggest the usage of passwords to acquire access to the terminals and 
computers themselves and to establish network restrictions.  Develop procedural 
access to the terminals and as stated in the book, schedule updates and virus 
scanning on all computers.    

 
Step 4: Consider archival security 
 

Based on your review of the fire department's GIS implementation, think of some 
recommendations for archival security. 

List your recommendations for archival security below (10 points): 
 
Back up all the data 
Store data off-site (other location(s)) 
Use of a cloud storage method 



Information and answers for the fire department implementation questions 
obtained from lecture slides and the book: Thinking about GIS. 

 

 


